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A. LOYALTY, AND AS IT RELATES THERETO, RELIABILITY

Within the Security Screening program the terms loyalty, and as
it relates, reliability, have specific meaning. Three key
documents provide explanation and definition of these terms:
the CSIS Act, the Ministerial Directive, and the Government
Security Policy (GSP).

The CSIS Act stipulates the Service may provide security
assessments, defined as:

"an appraisal of the loyalty to Canada and, so far as it
relates thereto, the reliability of an individual
(S.2 CSIS Act) .11

Loyalty is defined in terms of four activities based upon
threats to the security of Canada. Reliability is a concern if
it can be related to loyalty. Thus, a clear causal relationship
between loyalty and reliability must be seen to exist between
the two before it warrants Service attention. Derogatory
information about the subject's character or personal habits
has relevance only from the perspective of coercion, compromise
or blackmail, ie. as it may affect loyalty. Likewise, with the
emphasis on assessment as an appraisal of loyalty to Canada,
the Service is not concerned about an individual's political
beliefs or associations, but rather whether the individual
engages in activities that represent a threat to the security
of Canada.

One may wish to examine an individual against a continuum. At
one end is loyalty, where activities and threats to Canada are
addressed, and at the other end is personal suitability, where
qualifications and work habits are dealt with. In between and
related to both loyalty and suitability is reliability.

Personal Suitability Reliability Loyalty

Whereas threats to the security of Canada are outlined in
Section 2 of the CSIS Act, the GSP and the Ministerial
Directive on the provision of security assessments establish
the "evidentiary standards, tests, and rejection criteria"
(Appendix F of the GSP) by which a person can be denied a
security clearance. These documents reinforce the fact the
Service provides informational facts, and an assessment of the
individual's loyalty to Canada and a recommendation to the
requesting department advising whether the clearance should be
granted or not. If the concern is a reliability factor the
causal relationship to loyalty must be clearly identified. The
Ministerial Directive stresses a screening investigation must
balance the need to provide an assessment with the rights of
the individual. There is a limit to the scope of the inquiries
related to the degree of threat.
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The definition of loyalty flows from Section 12 of the CSIS Act:

Espionage/sabotage, foreign interference, political violence and
undermining democratic institutions. However, these are still
rather broad categories, and the HQ analyst should have
examples which highlight such concerns. There are numerous
screening requests which do pose concerns which raise questions
about the subject's loyalty. These must be resolved through
screening investigation, analysis and assessment. There are
three types of concerns encompassing questions:

1)

2)

3)

Trace information which indicates the subject may engage,
or be engaged in espionage, foreign interference or
political violence, such as:

who may call into

subject which raise
to Canada, such as:

Factors of circumstance concerning the
questions about commitment and loyalty

Association with groups or individuals
question the legitimacy of Canada's democratic
institutions (s.2.d). In these cases, the concern is
predicated upon whether the subject is or was:

One may also define three major concerns associated with
reliability, as it relates to loyalty:

1) Whether the subject is trustworthy and respects the
confidences of others.

2) Whether the subject has certain character traits or
behaviour problems that may affect loyalty due to the
possibility of compromise, coercion or blackmail (ie.
substance abuse, sexual misconduct, criminal or financial
problems).

3) Whether information raises doubts about the subject's
honesty and judgement. Loyalty would be called into
question if an individual was in contact with persons of
interest pursuant to Section 12, and displayed disregard
for security precautions.
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4) Incomplete documentation from the subject, which may be an
oversight, or a question of dishonesty and falsification.

The definition of loyalty and reliability as it relates thereto
is predicated first and foremost upon the CSIS Act in its
identification of certain threat, activities. The GSP and
Ministerial Directive provide the standards and test criteria
used in making our security assessment and recommendation.
These suggest in turn certain basic guestions about the
subject's loyalty and reliability which will trigger
investigative action and indicate points of departure for the
HQ analyst. A full listing of the concerns and how the human
condition and reactions to them may be interpreted is found in
Guide to Investigators. Certain terms and procedures are also
described in more detail in the appropriate sections of these
Procedural Guidebook.
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B. PROCESS AND DECISIONS - GENERAL - GOVERNMENT SCREENING

B.l.

B.1.2.

B.2.

B.3.

Initial Processing Steps

Security assessment requests from government
departments and allied agencies are directed to the

Section. ^^B personnel are
responsible for opening the appropriate security
screening file where applicable, and conducting an
initial quality control check of the GSP
documentation received. The Unit forwards the
subject's fingerprints to the RCMP, if applicable, or
conducts a CPIC check, for processing and conducts
CSIS indices check, and credit bureau check if
applicable. Dependni^or^th^result of the CSIS
indices check, may be sent to the

a Jll i i mi is rendered as
to whether the subj ect

... _ JFor those requests where^^B has not
neer^e^gated the responsibility to provide Notices
of Assessment, the results of these checks and all
relevant material are sent to the Security Screening
Analysts for further processing and security
assessment evaluation.

Security Screening files and Security Screening
Request Numbers (SSRN) received by the^^^^B^H^H
m^Hunit, and sorted according to the portfolio
unit designation.

Secondary Processing Steps

The following steps, (outlined in a chart (Att. B.2.1)
in the paper version) outline the process to be
followed and the decisions to be made in the conduct
of a security clearance investigation and the
transmittal of a recommendation to a government
institution. Security assessments contain the
results of our investigation and a recommendation
concerning whether an individual should be granted or
denied a security clearance.

Decision on Security Relevance

The first decision point requires the analyst to
review the results of all indices checks and decide
whether to respond with a recommendation to grant for
Level 1 and 2 requests, or proceed further because of
traces, or because a Level 3 field investigation is
required.
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B.4. Evaluation of Initial Indices Checks

B.5.

B.6.

B.7.

The analyst evaluates all available information which
could or might aff^ct^ar^ujdividua^^^secur^^^^^^^
clearance status

IIIHHRHHIHHIIHHHBHIHHHHHBHIVlH* The analyst
decides, oasea on me nature or me information,
whether to assess the information as not being of
security concern, and prepare a standard security
assessment or institute an investigative action.

Investigative Options

The seriousness of the information must be considered
by the analyst in selecting the investigative options
available. Basically the options are a subject
interview, full field investigation, partial field
investigation, or a combination of the
a forementioned. It may also be necessary to request
an assessment

identifying any security concerns presented. it
there is a requirement to task an allied service
because the subject (or relatives in some cases) has
lived abroad for a year or more, the analyst prepares
a request for the appropriate out-of-country
check(s).

Decision on Tasking

The analyst decides on the tasking to be requested of
the field or allied service. The information
available will suggest certain questions to be
addressed in order that sufficient information is
obtained to complete a proper security assessment.
Specifically, the field is to be tasked to carry out
an enquiry which not only addresses the standard GSP
questions concerning loyalty and reliability but
which also requires the investigator to delve into
the specific issues surfaced by the information
available. In doing this, the analyst may prepare
very specific questions to be asked and identify
specific individuals to be questioned. If the
subject is being considered for a Level 3 security
clearance, the analyst will task Security Screening
field offices in all Regions where the subject has
resided

Evaluation of Field Reports

There are five general criteria by which reports are
evaluated:
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(a)

(b)

(c)

(d)

(e)

Have all aspects of GSP been thoroughly covered
(i.e.. standard questions on loyalty and
reliability)?
Have all specific questions, especially on
security concerns, been fully answered?
Has any potentially derogatory information
concerning the subject been corroborated through
additional enquiries?
Is there adequate source coverage

Is the required time period covered, F

B.8. Decision on Relevance and Sufficiency

The analyst assesses all the information gathered and
decides on its relevance and sufficiency. Where
there is no adverse information, a favourable reply
may be sent to the requesting government institution.
However, there may be trace information or "features
of character" such as substance abuse, financial
problems, criminal behaviour, etc. If the analyst
determines that the investigation is deficient in
coverage, the analyst must address this concern by
re-tasking the field through the Unit Head. In some
cases this may entail directing the field to conduct
a security interview with the subject to resolve
outstanding security concerns. When the analyst is
satisfied the investigation is as complete as
possible and has resolved all concerns, the analyst
then makes a judgement on what is, or is not
significant, recommends the appropriate action, and
prepares an assessment.
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B.12.

B.13.
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Summation and Initial Conclusion

The analyst prepares a short summary of the relevant
security information and background of the case, and
recommends whether the subject should be granted or
denied a security clearance. In the case of an
information brief or a denial, the recoTomendationand
all relevant documentation are forwarded to

Review and Evaluation

The analyst reviews the complete file
and makes a similar evaluation. If the|^|H^HH
analyst is not satisfied with some aspect of the
investigation these concerns are outlined to the
Sector Manager and Unit Head who may then re-task the
field to address the concern, thereby permitting
further enquiries for the collection of additional
information considered essential.

Decision on Reporting

When satisfied that the investigation is complete, the
analyst assesses the available

information to determine what should be reported to
the requesting government institution in order that a
decision can be made on whether to grant or deny a
security clearance.

Preparation of the Security Assessment

The^^^^^HH analyst then prepares a detailed security
assessment identifying what was done; comments on the
loyalty and reliability of the subject, and makes a
recommendation regarding the granting of a clearance
to the subject. The assessment is based on all
available information, favourable or unfavourable,
and must not reflect the analyst' s personal
preferences. (See Chapter G ror greater clarity)

Review and Recommendation

(reviews each assessment
to ensure consistency in quality and in support
documentation. The final recommendation to the
requesting department is made in accordance with the
signing authorities chart. (See Attachment L.4) If a
recommendation for denial is considered, the
agreement of DG Security Screening, Deputy Director
Operations, Legal Services and the Director is
required.
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B.14.  Sign-off to Requesting Department

The final detailed security assessment is then signed
off to the requesting government institution.

*Note: Attachment B.2.1. is located in the Procedures appendices.
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C. SECTION

C.l. General

All GSP documentation, including the Personnel
Security Clearance Questionnaire (PSCQ) are received
by ■■to be clocked in, counted, prioritized and
pre-screened.

The PSCQ are then given to the  _
who proceed to verify all names ■■■■■fin
accordance with item E.2.1.a., where possible files
exist, the information is sent to the Security

Section for
:uientif ication and returned to the

IHB|for creation of an SSRN. Where required,
subject's fingerprints are sent to the RCMP, and a
credit bureau check is completed. All relevant
information is recorded ■■■■ (Exception: those
requests from RCMP are cnecxea against CSIS indices
only, and stampbacked. In cases of a "HIT", or
request for an out-of-country check, a file may be
opened if requested and then sent to the Security
Screening Branch.) 

- Use the "clocked in date" as
the Date of Request^STorder to compute the
CSIS turnaround time for processing the
clearance.

C.2. Review

Security assessment requests will be processed as
follows:

C.2.1.

C.2.2.

C.2.3.

C.2.4.

■■will load the basic data^^^^^J for all
government security screening requests.

The only time will automatically load the full
data^HHHH is
for Government level 3 requests.

Full data file for all other
cases will be done on request from the analyst only.

When JU has completed their task, they will forward
the screening requests which require further review by
the analysts 

(a) Security assessment requests where "Basic
Reliability" or "Enhanced Reliability" status
has been granted.
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Documentation Required;

Security Clearance Requests and Authorization
Form (TBS 330-23).
Consent Form (TBS 330-58).
Reliability Check Report (TBS 330-71)
Personnel Security Clearance Questionnaire Form
(TBS 330-60).
(N.B. A record of decision concerning any
reliability issues that have been decided in
favor of the individual and that justify
proceeding with a security clearance request.)
For Level 1/2: results of the Criminal Records
Name Check. If the CRNC surfaces a record, the
departments will have conducted a fingerprint
check and, in this case, the documentation must
include the results of that check.
For Levels 3, the documentation must include the
Fingerprint Form except for update.when a CPIC
check is permitted (RCMP C-216C) . ■■■staff
should process this form in the normal fashion
by requesting a RCMP fingerprint check, where
this has not been done by department. The
department must also provide a credit check.

Action Required;

conduct quality control inspection of
documentation received;
arrange for fingerprint or CPIC check, if
necessary;
conduct credit bureau check, if necessary;
conduct CSIS indices check;
open file if required;  

sort according to priority and then determine
whether request involves a clearance "update” or
is made in respect of "new start" (i.e. the
employee does not have a current, valid security
clearance);
process "new start" before "update" requests; and
conduct further processing as detailed in C.3.

(b) Security assessment requests without either a
"Basic Reliability" or "Enhanced Reliability"
notification.

These requests will fall within one of the following
categories:

PWC
SSC
CSIS
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Foreign Requests
Airport Access

Documentation Required: (except for Foreign)

Basic Reliability Documentation.

Action Required:

Requests received for CSIS require arrangements
for fingerprint and credit bureau checks.
Quality control is required for those received
under the Airport Access Program, PWC or SSC;
and CSIS applicants.
sort and process requests as per Basic
Reliability.
conduct further processing as detailed in C.3.
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C.3.  Processing - Levels 1/2

C.3.1. |^|has been delegated the responsibility for
providing Notices of Assessment for levels I and II
priority "D” and "E" requests, and for suppiementals
for levels I and II, where there is no trace
information.

C.4.

C.4.1.

Attachment C.3. outlines those activities which are
necessary in the review and processing of requests
described earlier..

"No Trace” information stems from verifications of:

1)

3)

4
5)

RCMP Indices Check (fingerprint and/or
CPIC/CRNC)
Credit Bureau
PSCQ check:

Processing - Foreign Checks

REFERENCE: IP 371-1 - Memo dated
91-05-16

In addition to th^usual procedures, will process
foreign checks (|^J| Files) as follows:

a)

b) Classification sheet:

This sheet will only reflect the following
information:

i) subject's name, DPOB and address,
ii) spouse/co-habitant only, with DOB,
iii) country code,
iv)

95.03.09 Page 12

A0053128_15-000277

AGC-5800



s.15(1)

s.16(1)

SECURITY SCREENING PROCEDURES MANUAL - GOVERNMENT CONFIDENTIAL

c) Indices checks:

C.5. Processing - CSIS Applicants

REFERENCE: Memo DG SIS to DDG Records
/ 1992.07.21

C.5.-1. Conduct a CPIC Check

*Note: Appendix C.3. is located in the Procedures appendices.
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D. FORMS AND FILES

D.l.

D.l.l.

Screening Analyst:

Personal information necessary for security screening
enquiries is provided by the subject and forwarded to
the Service by the requesting department on a
Personnel Security Clearance Questionnaire (PSCQ).

Personnel Security Clearance Questionnaire

REFERENCE: 1. Operational Manual II.4
Appendix G

2. Memo from DDG Records,
89-04-18, IP371-1
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D.2. Diary Date

REFERENCE: 1
2

OSS Annual Plan
Letter from PCO to Director
dated 5 Feb 87
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D.2.1.

D.2.2.

D.3.

D.3.1.

D.3.2.

Headquarters Security Screening

(a) Refer to Attachment D.2.1.a. to determine the
priority of the request and the corresponding
diary date.

(b) When tasking the field, indicate the priority and
the subsequent diary date.

(c) If the diary date has not been complied with,
request a report from the regional office.

Field Investigators

If the diary date cannot be complied with, request an
extension and provide the reason.

Restricted File Holdings

REFERENCE: 1. Letter from A/DDG Records/Infoman
20 Oct 89 pursuant to SIMRMRS/1186/49
dated 3 0 June 89 on fileHBH

2 . Telex ■■■■■■■■■■■■ dated 89-11-21,
file IA565-138-5, regardingmaccess
to restricted file holdings.
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D.3.3.

D.3.4.

D.3.5.

D.4.

D.4.1.

Cancellations

Cancellation letters received from the Government
Departments forB^^M must be cancelled through

Once the cancellation has been completed, the letter
should be destroyed.

Administrative Cancellation by Department
(a) ■:

notice of a securit*Receive cancellation  ..
clearance and place on subject's JU
file, and enter in destroy the
notice.

95.03.09 Page 17

A0053128_20-000282

AGC-5800



s.15(1)

s.16(2)

SECURITY SCREENING PROCEDURES MANUAL - GOVERNMENT CONFIDENTIAL

D.4.2.

D.4.3.

D.5.

D.5.1.

D.5.2.

11 In Process" Cancellation by Department

(a)

Receive notification of cancellation of
clearance request, and place correspondence
on subject'file.
Forward file u^app^priate Security
Screening Branch portfolio unit.

(b) Analyst:

1. If a field enquiry has been initiated
immediately notify the field by telephone
to cancel the request, followed by
confirming message.

2. Record cancellation in
3. Return files to Records.
■■■■■■■■nAiso logs in manual log)

"In Process" Cancelled by Field

(a) Analyst:

When you receive field report indicating subject
no longer requires security clearance:
1. Check .
2. Telephone Department for verification of

cancellation, and request written
confirmation.

3. Notify other regions involved via phone
and/or message to cancel further
investigations.

4. Record cancellation in^^H.
5. Return file to Records.
6. When cancellation notice is received, enter

in SSIS.

REFERENCE: 1. Signing Authorities Chart
2. Memo from DDG dated 89-10-20,

file IP371-1

When guidelines permit, a may be
used to provide recommendation to tne requesting
agency.

■■will generate “a form which reflects the data
entered. Ensure the proper completion of form with
particular attention paid to the following:

1. Classification - PROTECTED
2. Date of request - date the request was
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D.5.3.

D.5.4.
)

D.6.

D.6.1.

3.
4.

forwarded to CSIS by the
DSO.

Level Requested.

security-related information exists which ma;If security-related information exists which may
impact on the decision rendered by the DSO,
■■■■■■■■■■■■■■■■■■■■I all

for a detailedrelevant information to
security assessment.

For requests frommmmi CSIS, any
trace of potentially negative information must be
briefed to those departments.

Caveats

REFERENCE: 1. Operational Manual Bulletin
#OM 37 - 91/01/23 (IV.1)
(Appendix D.7.)

In addition to those caveats described in Appendix
D.7., the following caveats are also used within
Security Screening:

(a)

(b)
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D.7.

D.7.1.

D.7.2.

(c)

Opening Files with I I

How to have File Opened

Analyst:

Complete the B-17 Request Form and attach to the
screening package.

Before you send the request to B-17 record this
activity |

Once created, will forward
the following tne same procedures
which applied previously.

Out of Country Checks

If out of country checks are necessary and there is no
evidence at this time that further enquiries are
necessary, If further
enquiries are to be conducted regardless of the 
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(b)

(c)

(d)
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Please note that the steps in sending out of country checks
remains the same. The proper documentation must be sent
along with the letter to the SLO or IPM.
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Consultation withD.7.3.

Analyst:

GSP Level 1 & 2 for CauseD.7.4.

Field TaskingsD.7.5

Analyst:

....... . | are required for all field
tasMg^^n^e^ons^or for an out of country
field.

95.03.09 Page 22
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s.16(2)

Bring Forward (BF System)D.7.6

Analyst

Correspondence with H.QD.7.7

Analyst

Page 2395.03.09
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Formbacks - Sending Another CopyD.7.8.

Analyst:

When a screening case has been concluded and the dept.
has been given a NRT Decision but does not receive
the original formback send the dept, another one.

Amending PSCQ RequestsD.7.9.

Analyst:

Any changes required to a subject's D.O.B., surname or
given name must be sent to the attention of
supervisor in order for all the proper checks to be
re-done. | " I
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ATTACHMENT D.l.l.h

LIST OF COUNTRIES OF SECURITY CONCERN

*

*

Designated Countries*

Page 2595.03.09
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SECURITY SCREENING PROCEDURES MANUAL - GOVERNMENT CONFIDENTIAL

ATTACHMENT D.2.1.a.

PRIORITIES AND DIARY DATES

Priority A Order-in-Council Appointees
Judicial Appointees

Priority B Ministerial Exempt Staff

Priority Cl CSIS

Priority C2 Airport Security
Communications Security Establishment
Departmental Security Officer Positions
DSS Special Defence Projects
Foreign Service Officers of Ministry of Foreign
Affairs and International Trade/Health and
Welfare
Inspector General and SIRC
NATO Clearances
RCMP Regular Member engagements for Depot
Special Cases - as confirmed by the DG-OSS

Priority D All other Institutions

Priority E Updates to clearances

Note: Appendix D.7. is located in the Procedures appendices.
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SECURITY SCREENING PROCEDURES MANUAL - GOVERNMENT CONFIDENTIAL

E. INDICES VERIFICATION

E.l. Documentation Required

E.1.1. Basic and enhanced reliability checks are
not security clearances. A basic reliability check is
a condition of appointment to the Public Service and
is conducted by government institutions for all
appointments, assignments (including secondment and
interchange) and contracts for service of less than
six months duration. An enhanced reliability check
is conducted by government institutions when an
appointment, assignment or contract involves the care
and custody of, or access to, sensitive information
or sensitive or valuable assets that are not
classified in the national interest.

E.l.2. Security clearance investigations may be conducted
and information disclosed to government institutions
in response to reguests for clearances in the
following categories:

(a) Level 1/2 requires:
- a basic or enhanced reliability check

conducted by requesting department;
either a fingerprint check or a name check
for criminal records;
(NOTE: If record found, fingerprints are
required to confirm identity)
CSIS indices checks;
a check of Credit Bureau records (optional);
a check of foreign agency indices, if
applicable;
a field investigation and/or subject
interview "FOR CAUSE"

NOTE: For Level 1 and 2 the investigation should
normally cover a 10 year period or to the
subject’s 16th birthday.

(b) Level 3 (Top Secret) requires:

in addition to the checks required for
Level 1/2
a check of foreign agency indices, if
applicable, including field enquiries;
a field investigation normally covering the
preceding 10 year period or to the
subject's 16th birthday; and
a subject interview, if deemed necessary;
mandatory credit check;
fingerprint check, or CRNC on updates.
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