
SECURITY OF PERSONNEL AND SECURITY OF INFORMATION
BRIEFING FOR MINISTERS

SECURITY OF PERSONNEL
There are eight issues relating to personnel screening, (identified.
in the attached "Questions and Answers", numbers one through eight),
four of process (1—4) and four of substance (5-8).
Issues of Process;

1. Are current personnel practices for basic reference
checking of prospective employees adequate?
- No, they should be strengthened both because this

is necessary in its own right, and because this
would then stop departments misusing the security

j screening process.
2. Who should be subject to security screening?

Only those whose jobs give them an opportunity to
cause injury because of access to classified
information and material assets.

- Note it is access to classified information not
records.
All possible cases requiring screening captured
by this single standard.

3. What should determine the required level of security
clearance for a person?

Levels of security clearance should be fixed in
relation to the degree of injury positions could
cause if incumbent involved in the unauthorized
disclosure of classified information:
Level I injury (Confidential)
Level II.... serious injury (Secret)
Level III...exceptionally grave injury

(Top Secret)
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4. What screening procedures should be applied to the various
security screening levels?
- Level I (Confidential)...basically the same as now -

security indices check and
reliability checks, including a
criminal records check;

Level II (Secret) same as for Confidential, plus
a new "subject interview" (i.e.
the individual being screened
is interviewed);

Level III (Top Secret)... same as for Secret, plus a
"field investigation" (as now).

Issues of Substance;
5. What should be the evidentiary standards and test for a

denial of a security clearance?
reasonable grounds to believe (standard)
individual "may" or "likely" be involved in
activities disqualifying him from a security
clearance (choice of tests)

all users of security clearances recommend "may",
because impossible to meet "likely” test
prospectively.

6. What should be the appropriate loyalty rejection criteria
for employees?

reasonable grounds to believe that a person may
be engaged in

- activities constituting a "threat to the security
of Canada" (as defined in CSIS Act)
contemporary, and allows accommodation to
changing circumstances.

7. What should be the appropriate reliability rejection
criteria for employees?

reliability must be linked to loyalty (to conform
with CSIS Act)

- reasonable grounds to believe that a person
(i) may act, or be induced to act, in a way that
would constitute a threat to the security of
Canada;
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a gap, unacceptable behaviour does not relate
only to threats to the security of Canada,
therefore add:
(ii) may disclose, may be induced to disclose or
cause to be disclosed security classified
information in an unauthorized way because
reliability as an aspect of loyalty is adversely
affected by:

- personal beliefs
- features of character
- association with persons or groups

considered a security threat
- family or other close ties of affection to

persons living in oppressive or hostile
foreign countries.

8. What should be the policy position on separatist activity?
- broadening of rejection criteria could possibly

disqualify persons with unconventional political
beliefs

- separatism would be caught where job requirements
of a particular position make such a political
belief directly relevant to an appraisal of
loyalty or reliability

- The 1976 Cabinet Decision (Annex IV, page 47 of
M.C.) is redundant and should be declared
inoperative.

SECURITY OF INFORMATION
9. What should be the security classification system for

government information? (See Annex V and VI to MC for
description of current and proposed systems).
- See sheet for Question 9 for indication of

four problems with current system, and
- four recommended solutions.
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