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1. You will recall that the Solicitor General's policy
statement of.February 11, 1983 (Tab A) referred to a
committee which would oversee the implementation of the
policy. The initial meeting of this committee took place on
March 9, 1983, under my chairmanship, attended by Assistant
Commissioner Spooner and other officers of the Security
Service, a.representative of the SIT Group, other officials
of the Police and Security Branch, and Karen Logan. The
Committee met with the objective of clarifying and reaching
a consensus on the interpretation to be given to certain
aspects of the policy.

2. Please find below my recommendations, based on the
advice.of this committee, on the interpretation or
operational meaning of certain points which are essential to
the implementation of the policy.

EQUIVALANCE WITH THE PRIVACY ACT •

3. The policy statement states that files will be
destroyed unless "there is reason to suspect that the person
has been, is, or will be engaged in activities that fall
within the duly authorized mandate of the Security Service."
The point at issue is whether or not this file destruction
test, and especially that portion which states "reason to
suspect that the person ... will be" equates, or needs to
equate, to the test for collect-on of personal information
in s.4 of the Privacy Act, particuarly when combined with
the language used in the 1975 mandate.

4. The 1975 mandate (Tab B) authorizes the Security
Service to maintain internal security by "... monitoring,
investigating, ... individuals ... in Canada where there are
reasonable and , probable grou.ids to believe that they may be
engaged in or may be planning to engage in" certain
activities. S.4 of the Privacy Acc'states that "no personal
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2 CONFIDENTIAL

information shall be collected by a government institution
unless it relates directly to an operating program or
activity of the institution."” It was the consensus of the
committee that unless the new destruction test ~ "reason to
suspect that the person will be8 * * 8 * * 11 - is understood to fully

8. The policy addresses "files on individuals" but
excludes from consideration "files on individuals kept for
purely administrative reasons, for example personnel files,

.../3
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equate to the collection test of "may be engaged or may be
planning to engage in”, the Security Service would be placed
in the contradictory position of having to automatically
destroy files on individuals for which it has a mandated
(1975) collection authority, consistent with s.4 Privacy
Act.

5. The Committee unanimously recommended that for the
purposes of this interim file destruction policy, the test
of "reason to suspect ... will be" be interpreted to equate
to "reasonable and probable grounds .. . individuals may be
engaged or may be planning to engage in"' certain activities

"FILES ON INDIVIDUALS"

EANING OF "EXISTING FILES"

I
 6. The policy states that "existing" files on individuals
would be processed for destruction. The Committee was not
unanimous in interpreting whether the Solicitor General's

intent was limited to files "existing" on February 11, 1983

and, would therefore, not apply to files created after that

date? Or, if the Minister intends that the policy should

also apply to files created after February 11, 1983? Should

the decision be to review files created after

February 11, 1983, then the Security Service destruction

policy would be transformed into a new file collection

policy. The effect.of which would oe to circumscribe the

Service's legitimate personal information collection power

presently authorized under the 1975 mandate and which will

continue to be lawful under s.4 Privacy Act. Furthermore,
unless a cut-off date is specified, it will not be interimin nature but will also limit the collection authority
envisaged by Cabinet for the new agency under the CSIS Bill.

The majority of the Committee members recommended that
, the policy apply to individual files "existing" as of the

date of the policy announcement .\kk?v
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... those who provide some administrative service to the
Security Service, (or) files concerning Sources of the
Security Service." For the purposes of implementing the
policy, it was concluded that the committee should focus
only on "files on individuals" as defined under the current
Security Service system of file identification, which in its
simplest terms can be divided into three categories - files
on individuals, files on organizations and files on policy
and administration. I recommend that you accept this/ '

9. You should note, however, that there is at least one
anomaly or exception to the general category of files on
individuals. This is the collection of so-called 'general*
files on homosexuals (as opposed to files bn individual
homosexuals). These general files contain collectively the
names of thousands of individuals who allegedly are, or
were, of a homosexual orientation but do not have this
information recorded in a separate individual file.
Although these general files were not discussed by the
Committee, I recommend that, for the purposes of the file
destruction policy, the Solicitor General request that
RCMP treat these files in the same manner as files on#
Individuals/

10. The Minister’s policy does not address the problem of
how to dispose of "personal"Information" in the other two
categories of files (organizations, administration and
policy) not directly related to an existing operating
programme or activity. You should note, however, that draft
Treasury Board policy appears prospectively to provide
explicit direction on this point (Tab C).

"SOURCES OF THE SECURITY SERVICE"

11. Relative to the exclusion from the destruction policy
of files concerning "sources of the Security Service*^the
committee proposed that this be defined to includeW

"ELECTRONIC RECORDS"
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12. In relation to "electronic records", it was the view of
the committee to treat review of this type of record
strictly in terms of the equivalent paper or hardcopy file
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holdings even though the definition of a "file" in an
electronic data base is necessarily different from that in a
traditional paper system. Hardcopy files will be reviewedr
and where they do not meet the new destruction test, paper
and electronic versions will be purged simultaneously. In
my opinion, this approach is acceptable and perhaps the 0)-)!/
approach which is feasible.’

REVIEW PROCESS

13. In discussing the process of review envisaged under the
new policy, it was recommended that when a single record
within a given file on an individual meets the test for
continued retention in the Security Service data bank, then
all of the other records in the file may also be retained.
This was considered to be the most practical way to avoid
what otherwise requires a laborious page by page review of
sometimes voluminous files on individuals. Such an approach
was also considered to be consistent with the need for
efficiency and a speedy resolution of the large backlog of
files requiring review.

INDIVIDUALS "SUBJECT OF INVESTIGATION11

14. With reference to individuals subject to investigation
for security screening purposes (part (a) of the destruction
test) the comfcxttee agreed that ail individuals subject to a
"screening" investigation should be included. This would
include all persons screened by the Security Service for the
purposes of immigration, citizenship, employment in a
federal government position requiring access to classified
(national security) information (or employment on contract
to the federal government requiring similar access), or
based on a request by an allied or associated foreign state
for an investigation (for screening purposes) on an
individual who is, or has been, resident in Canada.
Although this would permit the retention of large numbers of
files on individuals in the existing dat--. bank under
part (a) of the test, under part (d) many of these same
files will be disposed of on the grounds that they•are no
longer of operational use.

X
F/

.../5

15. I agree with the interpretation given to this phrase
and recommend that you also accept this interpretation. You
should note, however, that in relation to individuals
employed by the Federal Government, the vast majority of
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employees currently do not have a permanent personal file
maintained on them by the Security Service (as opposed to by
their employing departments). Only those individuals
subject to a field investigation (usually only Top Secret or
Special Access clearances), have a permanent Security
Service file opened and maintained on them.

MEANING OF "WHO SOON WILL BE"

16. With respect to part (c) of the test, the committee was
uncertain as to how to interpret the words "who soon will be
in a position with access to security classified
information". Does this mean at the beginning of a
selection process, where there is a "probability of access
in the immediate future", or is it the intent to allow the
Security Service to open files on individuals where there is
a possibility of access to classified information at a more
distant point in time? This point will be particularly
importi:nt in considering for destruction purposes those
files opened on M.P.s, of which McDonald was particularly
critical.

17. I recommend that "soon will be" be interpreted as "a
probability of access in the immediate future". The effect
of this interpretation would be to retain files only on
those individuals who have an immediate prospect of
employment requiring access to classified information. For
the vast majority of individuals, due to the nature of the
appointment process, this will mean that the same people who
are covered by (a) will be covered by (c). One important
exception, however, may be Members of Parliament. Given the
particular method by which MPs are appointed to positions
requiring access to classified information, the
interpretation of the meaning of "soon" could present the
Security Service with some problems. If MPs are not
screened or a file opened on there because they do not
require access to classified information, how can the RCMP
realistically respond to a request by the Prime Minister,
often at very short notice, as to the background of a
particular member being considered for appointment to office
in the government? Further discussion on this point and
Oraer-iin-Counc.il positions can be'left for some future date '
as this issue is more relevant to collection^^aHpor
immediate problem of destruction.
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"STILL OF OPERATIONAL USE"

18. Part (d) of the file destruction test refers to a file
being "still of operational use11. The view of the
committee, which I endorse, is that this should be
interpreted strictly to mean as essential to carry out a
mandated operating programme or activity,;rather than any
lesser test, such as retention because Tt might be useful at
some point in the future. The time for review of each
category of file on individuals for disposal purposes is
that identified on the attached "disposal schedules"
(Records Retention and Disposal Authorities), which have now
been completed by the Security Service, and approved by the
Dominion Archivist (Tab D).

19. Your immediate concurrence with this approach is
requested. You will appreciate that no review of files for
destruction purposes can commence until your advice on these
matters has been received.

J. Michael Shoemaker

Atts
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