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SECRET

Meeting 5/78 of the Security Advisory Committee (SAC) was
held at 2 p.m. on Thursday, December 7, 1978, in the
PSPB Conference Room, 340 Laurier Avenue West, Ottawa.

PRESENT

Mr. R. P. Bourne
(Ministry of the
Solicitor General) (Chairman)

Mr. E. P. Black
(Department of
External Affairs)

Mr. M. R. Dare
(RCM Police)

Mr. J. S. Cross
(Department of Employment
and Immigration)

Col. A. D. Gauthier
(Department of National
Defence)

Mr. T. D. Finn
(Privy Council Office)

Mr. S. M. Jenkyns
(Department of Supply

and Services)

ALSO PRESENT

Mr. R. G. Warren
(Department of
Communications)

Mr. N. K. O'Neill
Mr. A. Dodge

(Communications Security
Establishment)

Mr. V. J. Walton
(Emergency Planning
Canada)

Mr. A. T. Sherwood
(Department of
External Affairs)

Mr. M. Travale
(Department of
Supply and Services)

Mr. J. Long
(Department of Justice)

LtCol. D. G. Ewing
Mr. W. D. Moyes

(Department of National
Defence)

Mr. B. J. White
(Public Service
Commission)

Asst. Commr. J.U.M. Sauv£
Supt. F. Fedor
Supt. J. Friend
Supt. F. Schulz

(RCM Police)
Mr. P. Ansell
Mr. O. Davey
Mr. E. Hughes

(Ministry of the
Solicitor General)

G. F. Frazer (Secretary)
Privy Council Office
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2 SECRET

1. CSE Program Forecast, 1980-81 COMSEC Goals and Objectives

The Committee had for consideration a document
of this title dated 1 November 1978, submitted by the
Chairman of the Cummunications Electronic Security
Committee.

Mr. O'Neill pointed out that the paper was
intended to form a basis on which CSE planning for
the fiscal year 1980-81 COMSEC Program Forecast was
proceeding. He referred to the difficulty in achieving
Treasury Board approval for additional resources for
the TEMPEST Program, although such additions had
been supported by the SAC and ICSI. Several members
suggested that an effort should be made to achieve
such approval.

Mr. Dodge provided further background information
concerning COMSEC goals and objectives.

There was discussion of paragraphs 5 and 6 of
the document concerning an industrial TEMPEST Program
which would foster the development by Canadian companies
of information processing equipment complying with
TEMPEST specifications. It was noted that CSE was
working with DSS to achieve suitable arrangements.

Mr. Dodge drew the attention of
to paragraph 8 - concerning security
arrangements. It was noted that use
equipment was under consideration.

the Committee
telephone
of suitable US

With respect to paragraph 6, the Committee agreed
that the phrase "less than fully secure" should be
replaced by a phrase such as "appropriate to each case".

With respect to paragraph 10(b), the Committee
agreed that there should be indication of cooperation
with, and input from, other appropriate agencies.

With respect to paragraph 10(d), the Committee
agreed that "requirements" should be replaced with
"applications".

The Committee noted with approval the goals and
objectives of the CSE Program Forecast, and agreed
that it was useful to have the opportunity to consider
such documents before the annual forecast was submitted.

SPUR: Oral Report by Cnairman

The Chairman said that, with a view to simplifying
the submission to be made to Ministers, revision of
the SPUR material had been carried out and the
resulting documents hac been considered by the ICSI
at a meeting on 8 September. The ICSI had accepted
in principle the recommendations concerning a revised
classification system and the development of a
cor.7 .ehensive security policy. A drafting group had
been established, under the direction of the Deputy
Solicitor General, to prepare a draft Cabinet document
and a draft discussion paper. Mr. Finn, Mr. Skelly,
Mr. Bourne, and Mr. Davey had served on the sub­
committee. There was a serious problem in ensuring 
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3 SECRET

that the revised classification system would be
consistent with the Human Rights Act (Part IV),
the Federal Court Act, with proposals for access
to information legislation, and with any amendment
that might be made to the Official Secrets Act. The
Department of Justice was assisting in coordinating
the approach. Documents were ready for consideration
by the ICSI and it was hoped that early government
approval in principle would be obtained so that
work on the SPUR project could continue. It was
intended that a submission would be made to Ministers
early in the New Year before the House resumed.

3. Departmental Security Officers: Oral Report by Chairman

The Chairman referred to the memorandum dated
24 October, 1978, which he had sent to members,
making proposals intended to keep security officers
better informed, on a continuing basis, of the
activity of the SAC.

With respect to the proposal that summaries of
minutes be circulated, there appeared to be mis­
understanding. The intention had been to make
available a kind <■ unofficial newsletter which would
outline issues cc sidered and decisions made.

With respect to the proposal concerning SAC
membership, some reservation had been expressed in view
of the fact that membership had been established by
Cabinet Decision.

With respect to the proposal concerning conferences
of security officers, there had been considerable support,
but reservations concerning how the conferences
should be structured. A view had been expressed that
conferences should be held only when there was
something concrete to considex.

During the discussion the following points were
made:

(a) Discussions with security officers
indicated that they tended to feel out
of touch, particularly those in departments
where security was not a major concern.
The proposals had been presented with a
view to remedying this situation.

(b) There was a danger that, if the proposals
were implemented, an expectation could be
created which could not be satisfied in view
of the difficulty in achieving decisions in
the area of security.

(c) Attendance of security officers at SAC
meetings on any regular basis would be
difficult in view of the clearance
requirements and the fact that many items
should be discussed on a need-to-know basis.

(d) With respect to a newsletter, there was the
problem that the SAC was an advisory committee
responsible to the ICSI and eventually to the
CCSI, and many of its decisions were in the 
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4.

form of recommendations which required
ratification at a higher level. It would
be for consideration by the deputy ministers
represented on the ICSI concerning what
should be made available to security officers.
While it was desirable that security officers
be kept appropriately informed, this might
better be done through informal liaison.
Newsletters might be sent to security officers
when there was something specific to report,
rather than on a regular basis.

<e) In the matter of regular meetings of security
officers, it was suggested that this might
better be arranged by a nucleus of experienced
security officers, rather than by SAC. It
was noted that meetings with security officers
were already held from time to time on
specific subjects of security interest.
Exploration might be made of the possibility
of developing the meetings of security officers
on EDP security as a basis for a more general
association.

The Committee agreed that the Chairman be asked
to consider the proposals further in the light of the
discussion, in particular the possibility of submitting
for consideration a draft agenda for a meeting of
security officers, and a draft newsletter based on the
discussion at the present SAC meeting.

Security Screening Procedures: Top Secret Clearances

The Committee had for consideration a letter from
the Director General Security Service to the Chairman
dated 26 September 1978, making proposals on this
subject.

Mr. Dare referred to earlier proposals made in
1974 in this matter. He suggested that staffing
procedures aimed at establishing reliability of
personnel should be primarily the responsibility
of hirinc departments. The role of the Security
Service should be mainly to undertake more in-depth
investigations when this seemed necessary. Under
present arrangements the investigation demands on the
resources of the Security Service were excessive.

Supt. Friend said that a great deal of time of
the Security Service was taken up in verifying
information provided by the applicant. This was a
task for departmental staffing personnel rather than
for the Security Service. Another factor was that,
with the enactment of the human rights legislation,
Security Service investigators were finding it more
difficult to obtain information, even from government
departments.

During the discussion the following points were
made:

(a) The RCMP was not proposing any abdication
of responsibility. It was merely suggesting
that departments share responsibility in the
clearance process by verifying credentials.
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The RCMP would continue to provide
services where departments had doubts
about reliability. Under the proposal,
departments would be involved in Top
Secret security clearance procedures by
doing preliminary security interviews. On
the basis of these, where necessary, they
would apply to the RCMP for field investigations.
The field investigations could then be more
meaningful.

(b) Concern was expressed (e.g. by National Defence,
External Affairs) that under the proposal the
investigations which would be undertaken by
staffing personnel might not be adequate.
If implemented, assurance would be needed that
adequate standards of competence and training
were applied throughout. It seemed likely
that in many departments staffing personnel
had little knowledge of security requirements.
It would be important that security officers
were closely involved. There would be particular
problems for departments requiring security
clearance for personnel outside Ottawa and
abroad. In industrial security it would be
difficult to define the role of private
companies in relation to the responsibility
suggested.

(c) If the proposal were implemented, there would
likely be concern by foreign governments
which supplied confidential information and
expected adequate standards of security
clearance.

(d) Implementation of the proposal might result
in less protection from disclosure of information
concerning reliability of personnel, and hence,
possibly fewer security clearances.

(e) The Department of Justice might be asked to
examine the proposal in the light of privacy
and human rights legislation. It seemed
likely that legislative authority would
eventually be required for security clearance
arrangements.

The Committee agreed to ask the Security Service
(in consultation with the Department of Justice
concerning privacy and human rights implications) to
develop the proposal in greater detail, perhaps in the
form of an explanatory letter to departments, which
could be considered at a future meeting.

5. EDP Security: Annual Report of RCMP "P" Directorate,
Security Systems Branch

' Asst. Commr. Sauvg provided members with copies
of the Annual Report for the period September 1, 1977-
August 31, 1978, dated October 1978.

The Committee noted that the report made available
was the fifth annual report of the "P" Directorate
Security Systems Branch activities relating to EDP
security. It had been forwarded to Treasury Board by
the Commissioner. While there had been a great deal
of activity by Security Evaluation Inspection Teams in
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the past year, departmental managers were still not
viewing security as an integral cost of doing
business. They failed to include requirements for
privacy and confidentiality, financial integrity,
and system availability. In the past year, and indeed
for the past five years, SEIT had been faced with
the problem of fitting security in retroactively,
which added costs to the operation of the system.
Security was then looked upon as an unnecessary additional
cost of. a system which,from a technological standpoint,
was already work.ng well. "P" Directorate was trying
to initiate activity to create a regulatory environment
that would be supportive of the concept of including
security as an integral part of doing government business
with computers. When SEIT activities were begun five
years ago, there had been no common security philosophy
to encompass the concerns of all the various government
departments. SEIT teams had workded hard to put this
problem in focus. Most of the major departments were
now assisting and cooperating (some more than others)
and the impact in the security environment throughout
the government was becoming evident.

Supt. Fedor outlined for members the contents
of the report.

The Committee noted that, as the report implied
an element of criticism of departments, it was
important that it have suitable protection.

Ths Chairman said the report was extremely useful
in pointing up a number of security gaps in the area
of EDP. It was desirable that senior officials should
have briefing on EDP security. With respect to security
officers, it was natural that they were concerned about
security clearance problems, e.g. in relation to privacy
and human rights provisions. However there were sources
available to assist them in clarification. They should
be made aware of the efforts being made to achieve
a comprehensive security policy.

Supt. Fedor said that a number of departments,
e.g. DSS, had assisted in the work on EDF security,
and expressed appreciation.

The Committee noted with appreciation the fifth
annual report of "P" Directorate Security Systems Branch
on EDP security.

6. Other Business

(a) KAOS 3

The Chairman said that a contingency planning
exercise (KAOS 1), prepared by the contingency
planning sub-committee of the SAC, would be
held on 14 December. Any members who were not
attending as participants were invited to attend
as observers. The scenario would be based on an
illegal occupation of an embassy in Ottawa.
The main participants would be External Affairs,
the RCM Police, Solicitor General, and the
Ottawa City Police, with PCO, National Defence
and Ministry of Transport personnel participating
as observers. The principle object was to
identify and clarify responsibilities in relation
to such an event.
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(b) Declassification of CD 35

The Chairman said that Cabinet Directive
35 had been declassified by the Privy Council
Office in August. However, instruction had
been given that the declassification was not
to be advertised. Members had experienced no
difficulties with this policy.

(c) Security Equipment Sub-Committee

The Committee noted that the sub-committee
was preparing standards for security equipment
and a draft would be submitted to members for
comment shortly. It was hoped that a text
could be made available for discussion at the
next SAC meeting.

(d) Report to ICSI

The Committee agreed to the Chairman's
proposal that he prepare an annual report on its
activities for the ICSI, which would, inter
alia, identify areas where it had not been
possible to achieve decisions on security
problems.

(e) Minimum Classification Level for Attendance at SAC
Meeting^

The Committee agreed, on the recommendation
of the Chairman, that the security level of
Top Secret should be required for persons
attending SAC meetings.
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