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PROBLEM - . ' '

The Public Service Commission is concerned about the legality .
of the security clearance process, the criticism of civil
rights commissions and the general public concerning the
process itself. It is also concerned with the content of the
Personal History Form which asks for information that could be.
regarded as discriminatory and an invasion of privacy*

OBJECTIVE

The objective of this paper is to study the main aspects of the
security clearance process as it applies to the Public Service

•■■■ under the jurisdiction of the Public Service Employment Act and
to suggest ways and means of improving the system.

• BACKGROUND j

The only reference to security clearance in legislation is
Section 26 of the Public Service Employment Regulations which
reads as follows:

"Where the duties of a position require the handling of
classified material or the pefrson occupying the position
may have access to classified material and, as a result
thereof, the deputy head concerned is of opinion that a
security clearance should be obtained in respect of the
candidate to be appointed to the position, no action to
cause an investigation to be made and no other step in
connection therewith shall be taken unless the candidate .
consents thereto and supplies the responsible staffing
officer with the information and material required by the
responsible staffing officer and the investigating authority
for that purpose; and if the candidate does not give his
consent or does not supply the information and material
within a reasonable time aftei’ he is requested to do so, he
is not eligible for appointment to that position."

The authority for security clearances is Cabinet Directive
No. 35, issued December 18, 1963. . The Commission’s involve­
ment is stated in Section 21 of that document, as follows:

"Security screening of applicants to the public Service
will be initiated by the Civil Service Commission, or by■ ...2
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departments, and agencies in the case of persons not employed
under the Civil Service Act. Where persons already employed
in a department or agency are to be given access to classified
information, security screening will be initiated by the
department or agency concerned.”

Traditionally the security clearance process has been regarded
as ah extension of the staffing process and this explains why
the Commission was designated to play an important part in the
system.
Although employees may be informed in general terms if they
cannot be granted a security clearance, candidates from outside
the Public Service are not accorded the same privilege with the
result that, where problems have arisen, the Commission has taken
the brunt of criticism from the general public.

The RCMP have reported that the demand for field investigations
creates a very heavy workload and uses up manpower that could
more profitably be allotted to other aspects of security*. The
crux of this problem is a tendency on the part of departments
to over-classify positions in the security sense and thus impose-
an intolerable workload on the RCMP. The solution to this
problem is clearer guidelines on the security classification of
positions, and an instruction to deputy heads and their security
officers that cases be carefully reviewed before being submitted
for high level security clearances.

ALTERNATIVES ,
One. approach would be to separate the security clearance process
from the staffing process. New legislation may be required to
accomplish a division between these two processes. This would
entail completing the selection of a candidate without regard
to the security requirement of the position, advising him of his
successful candidacy and then turning the appointment action over
to the department concerned. This would give a high visibility
to the security system as a prospective appointee, who could not
be granted a security clearance, would have to be advised that he
is being denied employment for security reasons.

Although this solution would give the Public Service Commission
a role completely disassociated from the security process, it is
considered this advantage would not compensate for the concentrated
publicity and public debate that would be focussed on the security
process.
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The: alternative solution is that the security process continue
to be regarded to some extent as an extension of Jbhe staffing J
process, but that modifications be made to speed it up and
improve it. The Commission supports this position.
Tlie: RCT4P has suggested departments should check the "bona. _f ide si*.
of persons requiring top secret security clearances, and they
be interviewed by a departmental security officer to obtain the
specific information needed for an investigation. ^Az­

Checking out "bona fides" could be regarded as normal staffing
action and, as a matter of fact, is done for senior positions.
Performing this function for all candidates being considered -
for top secret positions would not be an impossible task. Under
the CnmmTssi on * s staffing delegation, it would be spread over
all departments. The other type of information required concern­
ing associates, attitudes, and values could best be obtained by
a security officer.
This proposal would reduce the workload of the RCZ4P investigating

’. officers and enable them to carry cut their investigations more
J#/ . quickly and concentrate on thoseeaspects of their investigations

\P related to loyalty. However, it would pose a problem, for the
Commission in its university recruiting program, for Foreign

JF' Jv/ Service Officers, when approximately 200 cases are referred to
the RCL1P at the same time. This part of the university recruiting

' -r program could be treated as an exception in that staffing officers
, X—? would conduct the interviews for additional information, rather
y than the security officer. This would mean staffing officers
H would receive special training to carry out this type of interview.

It would also mean that additional time would be required for
each interview, but it could be accomplished vzithin a reasonable
time frame.

PROPOSALS

It is proposed that the existing security clearance process
be modified as follows:

*4
D 1. Security* clearance procedures be published as a regula-

tion made under a statute other than the Public Service
. Employment Act.

2 These regulations set out clear guidelines to permit
the identification of positions for which a special l,
security clearance process is appropriate because

. v the duties involve having access to information
(v'" L-tnat affects the safety and security of Canada,-'as (U

' distinct from positions which may be concerned with
information that is confidential in an administrative
sense.
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3.

4-

Decisions that persons should not be employed for
security reasons be made known to the persons
affected and subject to revietv by an independent
tribunal.

The "Personal History Form" be amended to remove
the features that are objectionable from the human
rights standpoint.

5. The acceptance of the modification to the security
clearance system suggested by the RCMP, whereby the
bona fides of applicants for top secret positions
would be checked by the staffing officer and the
applicant would be interviewed by the security officer
for additional information before submitting the case
for investigation.
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