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SECRET

The Security Advisory Committee

Minutes

The 5th Meeting of the Security Advisory
Committee (SAC) was held on Tuesday, July 25, 1972, at
10:00 a.m. in Room 336 Sir Wilfrid Laurier Building,
340 Laurier Avenue West, Ottawa.

Present

Mr. R.P. Bourne (Chairman)
(Department of the
Solicitor General)

Mr. A. Butroid
(Department of Manpower
and Immigration)

Mr. J.K. Starnes
(R.C.M. Police)

Mr. W.R. Luyendyk
(Privy Council Office)

Mr. A.F. Hart
(Department of
External Affairs)

Mr. R. Diguer
(Department of Supply
and Services)

Mr. D.H. Christie
(Department of Justice)

Also Present

Mr. K.D. Mcllwraith
(Department of
External Affairs)

Col. M.H. Bateman
(Department of National
Defence)

Mr. D. L. McGivern
(Public Service Commission)

Inspector M.J. Spooner
Mr. O. Davey

(R.C.M. Police)

Major P.A. Lemieux
(Privy Council Office)

Secretary
Mr. G. F. Frazer, Privy Council Office

NATO Security (Agenda Item II)

At the request of the Chairman, Mr. Mcllwraith
outlined NATO security arrangements, and referred to some
problems affecting Canada, concerning which the Committee's
advice would be helpful.

Mr. Mcllwraith said that the NATO Security
Committee was responsible to the NATO Council, that it
met twice a year in Brussels, considered security problems
referred to it and provided appropriate advice. The
Canadian representative was provided by the Department of
External Affairs, and was usually the Regional Security
Officer for Europe. The Canadian representative was briefed
fot Security Committee meetings by the Department of External
Affairs in consultation as appropriate with other departments.
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The basic NATO security document was CM 55/15(Final),
which had recently been extensively revised. Mr. Mcllwraith
outlined the contents of the enclosures (A, B, C and D) to
CM 55/15 (Final), and provided copies of an extract from
enclosure (C), paragraphs 15 and 16, relating to the
requirement for each member nation to "establish a National
Security Authority responsible for the security of NATO
classified information". The National Security Authority
was the body in each member nation intended to be the link
with the NATO Security Secretariat. The problem with respect
to Canada was that, because security was considered to be a
departmental responsibility, there had never been a clearly
defined National Security Authority in the NATO context -
though on occasion the former Security Panel had been referred
to in this context. This situation caused difficulties in
relation to the periodic inspections of security arrangements
referred to in (d) of the extract.from enclosure (C). Each
year NATO inspectors came to Canada, visited the Departments
of External Affairs and National Defence., and to a less
extent the Privy Council Office Security Secretariat and the
R.C.M. Police. They were usually informed that for NATO
purposes, the Security Secretariat of the Privy Council
Office acted as the National Security Authority. While
accepting this, NATO security personnel considered there
should be clearer delineation of responsibility.

Mr. Mcllwraith pointed out that NATO COSMIC material
was handled in a different way, separate from other NATO
classified documents. There were COSMIC Control Registries
in External Affairs and National Defence, and sub-registries
in some other departments.

Mr. Mcllwraith suggested that the Committee might
wish to consider whether clearer identification should be
provided with respect to the Canadian National Security
Authority, to ensure better control of NATO classified
information and to carry out responsibilities relating to
inspections. The Department of External Affairs did not
consider that it had a mandate in this respect (e.g. in
relation to the inspection of security arrangements for
NATO material in other departments). The Committee might
also wish to consider possible changes in the present informal
arrangements under which the Department of External Affairs
dealt with routine questions relating to distribution of
NATO classified documents and solicited and correlated
comments thereon from interested departments.

In the discussion that followed, the following
points were made:

(a).  External Affairs and National Defence were
the only departments to receive classified
documents direct from NATO.

(b) The situation was straight-forward with
respect to military documents, which were
supplied direct to National Defence. The
problem of coordination of responsibility
under a national security authority related
mainly to non-military documents.

(c) Any rigid control structure with respect
to NATO civilian documents could only have
limited effectiveness in view of the
continuing need for detailed administration
by departments.
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(d) In view of the fact that the existing
security and intelligence committee
structure provided effective means for
dealing with problems that might arise,
there seemed little need to change the
present arrangement.

<e) While there were no formal arrangements
for inspection of industry where NATO
classified information was concerned,.
the Department of Supply and Services
made informal arrangements in this regard.

The Committee agreed that:

(a) the Department of External Affairs should
be regarded, for purposes of NATO classi­
fied information, as the Canadian National
Security Authority;

(b) in this capacity, the Department of External
Affairs should work out with the Department
of National Defence (which would continue to
have responsibility with respect to NATO
classified documents of a military nature),
and with other departments as necessary,
appropriate arrangements with respect to the
Canadian responsibility for security of NATO
classified information;

(c) any problems relating to these arrangements
should be referred to the Security Advisory
Committee for consideration.

Progress Report on SAC Decisions (Agenda Item I)

The Committee reviewed the decisions it had made
in the course of its first four meetings. The following
points were made:

(a) Protection of Ministers, diplomats and
designated senior officials. A draft
memorandum had been sent to the Secretary
of the Interdepartmental Committee. It
was hoped that the ICSI could approve the
document and that it could be processed
through Cabinet Committee and Cabinet
before the next election.

(b) Security Regulations, Official Secrets Act
A study group chaired by the Privy Council
Office was being set up to study criteria
for classification, declassification and
release of government information, in
relation to an Official Secrets Act. The
initial work was likely to be of a philo­
sophical nature, before detailed consideration
could be given to the possibility of drafting
an Official Secrets Act. It was important
that all interested departments and agencies
be able to make an input. The R.C.M. Police
had prepared a re-draft of the Official Secrets
Act which should be examined in relation to the
work of the study group before a submission
was made to the Cabinet.
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(c) Control of Weapons and Explosives. Not much
work had yet been done. The Chairman and
Mr. Diguer would be considering the matter.
It was suggested that public opinion did not
generally favour a greater measure of control.

(d) Aviation Security. A submission to the
Treasury Board had been prepared, seeking
additional resources to improve aviation
security. It was scheduled for consideration
by the Board in mid-August. The next stage
would be the preparation of proposals for
revision of. the law relating to aviation
security.

Computer Security. | |
the Department

of National Defence was preparing a document.
The Chairman said that at a seminar he had
recently attended in the United States, disturbing
views had been expressed concerning the vulner­
ability of computerized information from a
security point of view. Effort should be made .
to coordinate work being done (e.g. by the
Department of National Defence, the R.C.M. Police,
the Department of Communications).

(f) Sweeping. There would be early consultation
between External Affairs and the R.C.M. Police
to develop proposals concerning responsibility.

(g) CBNRC Briefing for the SAC. An early briefing
was anticipated.

(h) Wire-tapping legislation. The legislation
introduced at the last session had not proceeded
through the report stage. If new proposals were
to be introduced (and this seemed likely), effort
might be made to have them considered at an early
stage by the Committee.

(i) Responsibilities for various protective security
matters in the public service. A draft letter
from the Secretary to the Cabinet to Deputy Heads
for the purpose of clarifying the roles of DSS,
DPW, RCMP, and departments had been prepared.
Comments on the draft had been received from the
Departments of Supply and Services and Public
Works. (See below for consideration of protective
security.)

(j) Telephone security. This subject would be
included in the anticipated briefing by CBNRC.

(k) Internal security situation reports. The
Secretary of the Intelligence Advisory Committee
had inquired as to whether the recently distri­
buted SAC Situation Report should be regarded
as for Canadian Eyes Only. Mr. Starnes said that
it should be so regarded, but provided a copy
which, with certain indicated deletions, could be
made available to appropriate foreign nationals.

In the matter of the quarterly up-dating of the
SAC Situation Reports, Mr. Starnes suggested that
this be done in the form of a highlights approach,
indicating new trends, with appropriate revision
of paragraphs as necessary. Re-writing of the
entire document should be done once a year.
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The Committee noted and concurred in the
comments of Mr. Starnes concerning the
Canadian Eyes Only status of the SAC
internal security situation reports, and
concerning the method of up-dating these
reports.

Security Regulations - Principles of Personnel Security in
the Public Service (Agenda Item III)

The Chairman provided a draft (dated July 1972)
of a revised directive, set out in parallel with the existing
Cabinet Directive No. 35, and requested that members examine
the proposed text. The revisions had been prepared with a
view to making the directive less clumsy and restrictive,
and shorter by the elimination of duplication. One aspect
for consideration was the possibility of providing for some
form of security clearance for all employees entering the
public service, rather than, as at present, only for those
requiring access to classified information. Any such
provision would create serious problems for the Security
Service. Also, criticism could be anticipated from persons
concerned with individual liberties, particularly the public
service unions.

Mr. Starnes said that a requirement for security
clearance of all entrants into the public service (which
would involve some 68,000 additional requests a year)
could not be processed in the near future. Computerization
of security clearance procedures in the longer term might
ease the situation. Another approach might be to devise
a less extensive form of pre-screening, though even this
would strain resources.

Mr. McGivern said that a universal system of
security screening might not be practical. It could be
criticized as inhibiting effective staffing. Even at
present, complaints arose in many cases in departments
where security clearances were required, on grounds of
delay and the loss of desirable employees as a result.

The following points arose:

(a) Departments requiring security clearance
for large numbers of employees tended to
be at a disadvantage. Some times pressures
resulted in the waiving of security require­
ments, which in turn caused problems.

(b) One approach might be to require security
clearances for all personnel in certain
classifications.

(c) The Royal Commission on Security had examined
the possibility of requiring security clearances
for all public servants, had noted the arguments
against such a policy, and had recommended a
pre-employment check.

(d) One difficult area related to those cases of
persons in the public service, entering the
public service, or engaged on contract, who
favoured the separation of Quebec from Canada.
The position taken by the Forces with respect
to separatists was to consider each case on
its merits, without applying any universal policy.
The Department of National Defence had found it
impossible to exclude from the Forces all persons
with separatist tendencies, and it was generally 
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considered that persons with separatist
views should not be released as long as
they did not actively try to influence
others. It was generally possible to find
some administrative reason for excluding
known active separatists from entry, but
if such cases were found after entry,
security clearances were restricted and
attempts were made to place the ind^^^u^l
in a position of low sensitivity. J

The point was made that the
presence of separatists in the federal public
service might be in the public interest in
that their exposure to the federal system
might result in a softening of attitude. It
was emphasized that existing Canadian procedures,
under which departments considered with the
Privy Council Office Security and Intelligence
Secretariat individual cases of possible
unreliability, each on its own merits, appeared
to work well and might be preferable to the
setting out of a more comprehensive rigid policy.

(e) One serious problem lay in the loose way in which
requirements and procedures for security clearances
were handled in some departments, particularly
with respect to Ministers' staffs and members of
task forces. In these cases security officers
were sometimes not kept informed of hirings.

(f) Thought might be given to a more careful scheduling
of security clearances. There tended to be too
many requests for field inquiries, all of which
were perhaps not necessary. Provision might be
made for requiring more adequate justification
for field investigations.

(g) In any revision of the Cabinet Directive, thought
should be given to providing more specific
guidelines for departments, and to emphasizing
the need for more effective security personnel.

(h) Any decision concerning the establishment of a
Security Review Board would relate closely to
the nature of a revised Cabinet Directive.
A draft memorandum setting out the background
and present status of the proposal for imple­
mentation of the Royal Commission recommendation
concerriing a Security Review Board was before
the Secretary to the Cabinet.

(i) It seemed desirable wherever possible to deal
with cases involving possible security risk
during an employee's probationary period.
The Security Advisory Committee might examine
existing legislation with this in mind. The
public service unions had in some cases challenged
dismissals during the probationary period.
The President of the Public Service Alliance had
indicated in a letter to Treasury Board staff
that the Alliance could not support an extension
of screening procedures for entrants into the
public service.
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(j) The changes proposed in the draft revision
provided by the Chairman took a more
restrictive position that the SAC discussion
seemed to favour. The Security Service and
the Department of the Solicitor General, in
consultation with the Privy Council Office,
would continue work on the revision, bearing
in mind the views expressed.

The Committee agreed that work should continue
on the preparation of a further draft of a revised
directive on personnel security, taking into account the
views expressed in the discussion, and that this should
be examined by the Committee at an early meeting.

Global Revolutionary Violence; Canadian Involvement
(Agenda Item IV)

The Committee had for consideration a document.
Global Revolutionary Violence; Canadian Involvement
dated 26 June 1972, prepared by the R.C.M. Police Security
Service.

Mr. Hart pointed out that the document had been
circulated to members of the Interdepartmental Committee,
and submitted to the Intelligence Advisory Committee, in
final form. While he was aware of the element of urgency
in making the study available in view of the importance
of the subject matter, he suggested that the document
could usefully have been considered in committee in draft
form, so that comments could have been taken into con­
sideration in the preparation of a final draft. As the
paper dealt in some measure with external affairs, and
its thesis was largely dependent on external developments,
the Department of External Affairs would like to have
been able to comment at the draft stage. The security
and intelligence committee structure was intended to
foster coordination of views and the development of
adeguate assessments. He commented that papers considered
by the Intelligence Advisory Committee were prepared and
distributed in final form only after agreement had been
reached in committee.

Mr. Starnes said that the Security Service
considered that the internal aspects of the subject dealt
with in the study were more important than the inter­
national, and that it was appropriate for the paper to
be submitted for consideration by the IAC and the SAC
in the manner provided. The Security Service reserved
the right to submit for consideration the studies it had
undertaken, and to make its views known in this way.
It was not unusual for departments and agencies to
distribute position papers prepared internally without
previous external consultation.

Mr. Luyendyk said that the study was of a kind
that invited comment, particularly from the point of
view of external affairs. For the non-specialist reader,
the study would be more valuable if the views of all the
experts could have been taken into consideration in its
preparation before distribution of the finished work.

Mr. Starnes pointed out that it had been the
view of the Solicitor General that the paper should be
distributed to deputy ministers at an early stage in
view of the serious nature of the problem concerned.
There was nothing to prevent the expression of views
through the committee structure.
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Several members emphasized the importance of
the subject of. the study, and the advantages for
departments in having the paper at an early stage.

The Chairman emphasized the view of the Solicitor
General that there was an urgent need to draw the attention
of departments at the earliest possible stage to the
serious internal security problems posed in the study.
The Security Advisory Committee would wish to bear in
mind the concern expressed by the representative from
the Department of External Affairs concerning the procedure
used in the preparation and distribution of the study,
and the views he expressed concerning its thesis and
conclusion.

(At this point Mr. Davey circulated a supplement
to the R.C.M. Police Security Service brief, dated 24 July,
1972, setting out further relevant information. Because
of the sensitive nature of this document, copies were
collected at the end of the meeting.)

Mr. Starnes drew the attention of the Committee
to further documents on the subject treated in the study,
and undertook to make copies available to members on
request.

Mr. Hart also referred to certain relevant
articles relating to revolutionary violence and urban
guerilla warfare.

Mr. Davey said that he had tested the thesis
set out in the study with a member of the Hudson Institute,
whose reaction had been favourable. Mr. Davey pointed
out that the study had been prepared with a view to
anticipating developments, and its thesis necessarily
extended beyond established .-information.

Mr. Hart, commented, that the thesis was highly
conceptualized, and needed a firm foundation in fact.

The Committee agreed that there would be
advantage, particularly in view of the different points
of view brought to bear on the thesis in the study
prepared by the R.C.M. Police Security Service, in further
consideration of the subject of global revolutionary
violence and its implications for Canada.

Government Protective Security Requirements

The Chairman made available the following
exchange of correspondence relating.to government pro­
tective security requirements:

(a) 16 June 1972 letter from LCol G.E. Simmons,
Chairman, Board of Governors, Ottawa
Division, Canadian Corps of Commissionaires,
to the Hon.. C.M. Drury, President of the
Treasury Board;

(b) 13 July 1972 letter from Mr. Drury to
LCol Simmons;

(c) 13 July 1972 letter from Mr. Drury to the
Hon. James A. Richardson, Minister of
Supply and Services.
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The Chairman said that arrangements should be
made for departments and agencies to identify and project
into the future their protective security needs, and for
examining the capacity of the Canadian Corps of
Commissionaires to provide services, with a view to
identifying gaps that existed or might develop. He
referred to the recent expanded reguirements of the
Departments of External Affairs and National Defence,
which the Corps of Commissionaires were unable to fulfil
because of diminishing resources. As LCol Simmons pointed
out in his letter to Mr. Drury, the Corps' stated objective
was to provide employment for ex-servicemen. The problem
was that the Corps' ability to service government needs
was decreasing while requirements were expanding.

Mr. Bourne proposed that a small task force
might be established, made up of. representatives of the
R.C.M. Police Directorate of Criminal Investigations and
the Department of Supply and Services, to examine
departmental requirements with security officers, with a
view to estimating needs over the next five years or so,
and assisting departments with forward planning. The
team would then discuss the situation with the Corps of
Commissionaires. The Secretary could write to deputy
ministers and heads of agencies, on behalf of the Committee,
setting out the background, informing them of the estab­
lishment of the task force, and requesting their
cooperation.

Inspector Spooner said that he would acquaint
the Director of the Criminal Investigations Branch
(Assistant Commissioner Willes) with the views of the
Committee, so that Asst. Commr. Willes and Mr. Diguer
could discuss the establishment and operation of the
proposed task force.

Col. Bateman pointed out that the Department of
National Defence represented a special case, and proposed
that the Department undertake for the Committee its own
survey of protective security requirements covering the
next five years.

The Committee noted and concurred in the remarks
of Col. Bateman concerning a survey of the protective
security requirements of the Department of National Defence.

The Committee agreed that:

(a) a small task force should be set up,
consisting of representatives of the
R.C.M. Police and the Department of
Supply and Services, to inquire into
and report on the nature and extent
of the protective security requirements
of government departments and agencies
(except for the Department of National
Defence) over the next five years.
(The R.C.M. Police would be acting
within the framework of the responsi­
bilities assigned to the Commissioner
under P.C. 178/2052 (June 19, 1946),
and the Department of Supply and Services
would be acting within the context of its
various contractual responsibilities.);

(b) the Secretary should write to the deputy
ministers of government departments and
the heads of government agencies on behalf
of the Committee, referring to existing 
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and anticipated problems relating to
protective security requirements,
informing them of the formation and
work of the task force, and requesting
their cooperation, and the cooperation
of their security officers;

(c) the task force should consult:

(i) with security officers of depart­
ments and agencies concerning the
nature and extent of their pro­
tective security requirements; and

(ii) with the Canadian Corps Of
.Commissionaires concerning the Corps'
ability to respond to government
needs;

(d) the task force should begin work as soon
as possible, with a view to:

(i) assisting departments and agencies
in determining estimates costs for
protective security for the next
fiscal year; and

(ii) drafting for early consideration
by the SAC of a proposed government­
wide protective security policy
which would provide the R.C.M. Police
and the Department of Supply and
Services and user departments generally
with a framework within which the nature
of protective security needs could be
consistently and clearly defined and
against which surveys could be con­
ducted and contracts awarded more
efficiently;

(e) the task force should, if possible, submit
a report for consideration by the SAC early
in the autumn.

G. Frazer,
Secretary.

Privy Council Office,
Ottawa.
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