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Government
of Canada

Gouvernement.
du Canada MEMORANDUM NOTE DE SERVICE

r - • n
TP Members of SPUR Policy Task Force

• L _J
■ r i 1

'from _
de Chairman. SPUR Working Group

IJ L- J

; f SPURy ----

SE CUBIT V-CLASSIFICATION - DE SECURITE

Obl> (HE- N/RfFfntNCE

GP-275-16
TOU«> FILE — V/R^FERENCE

DATE

78 May 30

I's

[

. Enclosed are the minutes of our 78 May 11 meeting,
together with the most-recent drafts of the discussion
paper, memorandum and Cabinet directive.

2. The briefing with Mr. Michael Pitfield of the
Privy Council Office scheduled for 78 May 29 was cancelled
with no alternative date set. You will be informed of any
developments in regard to this presentation.

'■'r.F. Fedor, Supt.,
Officer in Charge,

Security Systems Branch,
Chairman, SPUR.

Ends. (4)

TO SECTION HEAD-
. Co-onl. Untt
. Jbl.-Planning
w Jnfo. Sec.

Action

O i/c I-P & c -
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!' MINUTES Ob MEETING
SPUR - POLICY

p 1978 MAY 11
V

I- f The
following in

Policy Task Force met at 1330 with the
attendance:

<•

I-.
i;

i.

Supt. F.F. Fedor - Chairman
Mr. D.L. Brush
Mr. G.F. Frazer
Mr. A.V. Joyce
Mr. G. Stymiest
Lt. Col. S. Stevenson
Mr. J.J. Therrien
Mr. F.A.E. Ward

*

S/S/M G.T. Brewer
Mrs. M.A. Purdy

Secretariat

1. The Chairman circulated correspondence from Mr
Robin Bourne dated 78 May 4 which indicated that Mr. Michael
Pitfield of the Privy Council Office is to be briefed on
the SPUR project. The Chairman asked the group for comments,
particularly regarding the PROTECTED category, to assist
in preparing this briefing. Personnel security is the most
Important and controversial aspect of the PROTECTED pro­
posal, the Chairman said.

2. Mr. Stymiest said the. Security Service is concerned
that data from the Security Service information bank, if
used for reliability clearances, would be liable for release
under the Canadian Human Rights Act.

3. Mr. Wright pointed out that some, information which
is now classified CONFIDENTIAL or RESTRICTED would be
converted to PROTECTED, if the proposed directive is approved.

4. The Chairman said the major personnel-related
concern is the requirement for fingerprinting, which must
have a legislative basis to be acceptable to certain indi­
viduals and associations.

5. Mr. Wright said fingerprinting could be made a
mandatory prerequisite for employment. He did not anti­
cipate problems in this regard, since the Public Service
Alliance of Canada in a paper dated 77 June 17 recommended
fingerprinting as part of a "character clearance" functi/\0053261_4-0048O9
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Mr. Stymiest said a value judgment would be placed
on the contents of fingerprint records, just as in the case
of other information provided during the clearance process.

S/S/M Brewer said fingerprint records are highly
overrated, since they reflect only indictable offences,
not summary convictions. He suggested an optional field
investigation for persons who are to have access to
PROTECTED assets.

5. The possibility of implementing various degrees
of reliability clearance was discussed. Four basic compon­
ents of a reliability clearance were identified:

(a) good staffing practices, including
employment and education checks;

(b) credit check;

(c) fingerprint record check, and

, (d) optional field investigation.

6. Mr. Brush introduced the concept of employing
bonding companies to conduct reliability clearance investi­
gations for the government. Bonding checks, be said,
generally include examination of a person's financial status
and community involvement and interviews with three references.

The group discussed the merits of having reliability
clearances conducted by the police, departmental security
personnel or private bonding companies.

Mr. Frazer said he envisaged many problems if
private companies were employed for this function. Mr. Ward
said it would be a retrograde step to convert from police
investigations to bonding company checks. The Chairman felt
governmental investigative bodies would be less acceptable
in personnel areas beyond national security.

7. The group examined the vulnerabilities associated
with several examples of information which would fall into
the PROTECTED category.

Mr. Therrien said the examples pointed out that the
variety of assets and threats in the PROTECTED category
necessitate levels of protection. On the other hand, the
Chairman said one level of reliability clearance may be
adequate. Lt. Col. Stevenson said levels would evolve within
the PROTECTED category even if they are not specified. He
added that standards must be consistent across the government
to ensure adequate security.

••
. . ,A0053261_5-004810
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information, such as that related to organized
definition of national security.

8. The Chairman proposed that the draft cabinet
directive be amended to include highly-sensitive criminal
investigative
crime, in the

9. Mr. Frazer felt one level in the PROTECTED category
would be more acceptable at the ICSI and Cabinet level.

10. The group discussed the implications of the PROTECTED
category for the international and federal/provincial exchange
of information. Mr. Brush said that, in view of the limited
quantity of information shared, policy directives and inter­
departmental agreements could cover the -"heavy traffic".

11. The possibility of handling civil security concerns
outside ''AC/ICSI/Cabinet was discussed, particularly the
feasibility of having Treasury Board issue policy and proce­
dures covering the PROTECTED category..

12. hr. Frazer recommended that the draft discussion
paper- be submitted to Ministers as soon as possible to make
them aware of the security policy problems.

The meeting adjourned at 1645.

78 May 29

G.T. Brewer, S/S/M
Secretary,

Security Policy Under Review
(SPUR)

A0053261 6-004811
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CONFIDENTIAL

1978 May 17

DRAFT CABINET DIRECTIVE

Security Policy in the Government of Canada

SHORT TITLE

1. This directive may be cited as the Security Policy
Directive.

APPLICATION

2. This directive and the guidelines, procedures and
standards issued pursuant to it shall apply to all depart­
ments and agencies named in Schedules A, B and C to the
Financial Administration Act, and to branches designated
as departments for the purposes of that act.

3. The security policy established by this directive
’hall be applied in such a manner as to ensure maximum
frankness and fairness to individuals who may be affected
by the policy and to limit, as little as possible, access
to as.-its for which the government is responsible to the
people of Canada.

INTERPRETATION

4. In this directive,

(a) "administrative security" means that
component of security which involves the
establishment of a security organization
within a department or agency, the develop­
ment and implementation of security policy
and procedures, and the completion of
security threat assessments;

(b) "approved" means endorsed by the
appropriate senior interdepartmental
advisory committee of the -Government of
Canada;

(c) "categorized" means designated as being
sensitive for civil security reasons;

(d) "classified" means designated as being
sensitive for national security reasons;

(e) "communications-electronic security
(COMSEC)" means that component of security
which involves the use of specialized
technical and physical security measures to
protect sensitive information transmitted
by electrical means and certain electronic
emissions associated with sensitive
activities;

A0053261 7-004812
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(f) "counter technical intrusions
inspection" means a search of a
specific area by technical means
and equipment for clandestine

.information-gathering devices;

(g) "cryptographic system" means a
system which renders plain text
unintelligible and reconverts encrypted
information into intelligible form;

(h) "deputy head" means

(i) within a department named.
in Schedule A to the Financial
Administration Act, the deputy
minister of that department,

(ii) within the Canadian Forces,
the Chief of the Defence Staff,

(iii) within the Royal Canadian
Mounted Police, the Commissioner,
and

(iv) within any other department
or agency, the chief executive
officer thereof or, if there is
no chief executive officer, such
person as the Governor-in-Council
may designate as the deputy head
for the purposes of this directive;

(i) "electronic data processing (EDP)
security" means that component of security
which involves the use of hardware equipment,
software systems and operating procedures to
protect sensitive information processed by
EDP systems;

(j) "emission security" means measures
taken to deny unauthorized persons informa­
tion of value which might be derived from
the intercept and analysis of compromising
emanations from equipment used to process
sensitive information;

(k) "fabric" means the permanent‘elements
of a building, including the approaches,
external landscaping, entrances and exits,
those parts commonly used by more than one
department and those parts normally available
to the public;

(1) "government" means the Government of
Canada;

(m) "information" means any pattern of
symbols to which meaning may be assigned;

(n) "material" means any tangible object;

(o) "multiple occupancy building" means a
building occupied by two or more departments
or agencies, neither/none of which occupies
75 per cent of the space;

A0053261 8-004813
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(p) “personnel security" means that
component of security which involves the
development and implementation of policy
and procedures to confirm the identifi­
cation, loyalty, reliability and security
awareness of personnel;

(q) "personnel security clearance" means
the authorization in writing by the deputy
head of the department or agency concerned,
or the security officer acting on the
deputy head's behalf, for an individual to
have access to sensitive assets;

(r) "physical security" means that
component of security which involves the
development and implementation of policy
and procedures to provide physical
protection for sensitive assets;

(s) "restricted area" means an area
accommodating sensitive assets to which
only specified individuals have authorized
a-cess;

(t) "security designation" means the
identification of information or material
as being of national or civil security
concern;

(u) "security infraction" means any incident
which represents a violation of established
security policy and procedures;

(v) "sensitive asset" means any information
or material which requires protection for
reasons of national or civil security;

(w) "single occupancy building" means a
building 75 per cent or more of which is
occupied by one department or agency;

(x) "supporting utilities and services"
means the electrical power, heating, air
conditioning, cleaning, maintenance,
transportation, fire protection and waste
disposal utilities and services which are
provided to facilities or equipment;

(y) "technical security" means that
component of security which involves the ’
establishment of areas where sensitive
verbal and written communications are
protected from unauthorized interception, _•
and

(z) "telecommunications" means any
transmission, emission or reception of
signs, signals, writing, images, sound or
intelligence of any nature by wire, radio,
visual or other electromagnetic system.

A0053261_9-004814
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SECURITY REQUIREMENTS

§E!?SITIVE_ASSETS

5. Information and material owned or in the custody of
the government shall be assessed to determine if protection
is required for reasons of national or civil security.

(a) The sensitivity of information and material
requiring protection for national security
reasons shall be based on one or more of the
following:

(i) international relations,'.-.
(ii) national defence;

(iii) national security;
(iv) federal-provincial relations, or

(v) confidences of the Queen's
Privy Council for Canada.

(b) The sensitivity of information and material
requiring protection for civil security reasons
shall be related to an individual, group,
organization or government institution and shall
be based on one or more of the following:

(1) personal privacy;
(ii) investigations by a government

investigative body pertaining
to the detection or suppression
of crime generally;

(ill) investigations by a government
investigative body pertaining
to the administration or
enforcement of any act of
Parliament;

(iv) legal considerations;
(v) the decision-making process of

the government;
(vi) prohibitions established by

federal enactments;
(vil) commercial or proprietary

considerations;
(viii) monetary or replacement value,

or -■
(ix) criticalness of service.

THREATS

6. In order to determine appropriate security designations
and protective measures, a department or agency responsible
for sensitive assets shall assess those conditions which can
affect the confidentiality, integrity or availability of these
assets. Specifically, the vulnerability of sensitive assets
to the threats of accidental or deliberate disclosure, removal,
modification, daatruction or interruption shall be assessed.

A0053261 10-004815
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SECURITY_DESIGNATIONS

7. Information and material shall be classified TOP SECRET^ ■.
only when unauthorized disclosure, destruction, removal, x \
modification or interruption could^cause exceptionally grave -■
damage to the national security. —' ' z/

8. Information and material shall be classified SECRET only
when unauthorized disclosure, destruction, removal, modification
or interruption could 'cause serious damage to the national
security.

9. Information and material shall be classified. CONFIDENTIAL
only when unauthorized disclosure, destruction, removal,
modification or interruption could be prejudicial to.the
'lational security.

10. Information and material shall be classified RESTRICTED
only when unauthorized disclosure, destruction, removal,
modification or interruption could be undesirable to the
national security.

1j Information and material shall be categorized PROTECTED
o..iy when unauthorized disclosure, destruction, removal,
modification or interruption could adversely affect an
individual, group, organization or government institution
on I,rounds other than national security.

1.2. Compilations of information or accumulations of material
may warrant a higher security designation than that of the
component parts, because of the sensitivity created by the
aggregation.

13. When appropriate, the security designation of sensitive
assets shall be marked.

14. Markings or caveats additional to TOP SECRET, SECRET,
CONFIDENTIAL, RESTRICTED and PROTECTED may be applied to
further restrict access to assets within a given security
designation.

15. Where bilateral agreements exist, information or material
which originates from other nations or international agencies
and which bears a security designation of that nation or agency
shall be afforded the same treatment as Government of Canada
assets of the equivalent security designation.

16. When possible, the duration of the security designation
assigned to sensitive assets shall be specified, as well as
the circumstances under which the designation may be modified.

17. The duration of a security designation shall not..exceed
those time limits prescribed by the government for access to
public records.

18. A department or agency shall regularly review"sensitlve
assets for the purpose of modifying or elimi-nhting security
designations.

AUTHORITIES

19. The deputy head shall have the authority to administer
and implement government security policy and procedures.

A0053261 11-004816
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20. The deputy head shall implement additional security
procedures which he or she considers necessary to protect
sensitive assets in his or her charge, provided they do
not conflict with the policy established in this directive.

21. The deputy head shall appoint a senior official as
security officer to assist in carrying out the departmental
security program.

22. The deputy head shall prescribe the criteria for identi­
fying those sensitive assets which require protection for
. easons of national and civil security, and shall designate
'.hose assets as TOP SECRET, SECRET, CONFIDENTIAL, RESTRICTED

■ £ PROTECTED.

13. The deputy head may delegate the authority to assign
security designations. All persons so delegated shall
receive written instructions from the deputy head as to
their authority and the level to which they can designate
sensitive assets.

24 The deputy head, or a person appropriately delegated
by the deputy head, shall modify the duration of the security
designation of sensitive assets if he or she is satisfied
that the reasons for the designation have changed or are
no longer valid.

25. The security designation of sensitive assets shall
not be modified or eliminated without the written agreement
of the originating department or agency.

SANCTIONS

26. Adherence .to the policy established by this directive
and the guidelines, procedures and standards issued pursuant
to it shall be the responsibility of each department and
agency.

27. Sanctions related to the enforcement of this directive
shall be applied according to relevant laws enacted by the
government, including the Official Secrets Act, the Financial
Administration Act; the Public Service Employment Act; the
Canadian Human Rights Act; the Federal Court Act; the Criminal
Code, and federal statutes which create or enable the operation
of departments and agencies, and related provincial statutes.

FUNDAMENTAL SECURITY AREAS

28. In order to ensure that comprehensive protection'is
provided for sensitive assets, the security policy and
procedures of departments and agencies shall recognize
six essential elements:

(a) administrative security;

(b) personnel security;

(c) physical security;

(d) communlcations-electronic security
(COMSEC);

(ts) electronic data processing (EDP)
security, and

(f) technical security.

A0053261_12-004817
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ADMINISTRATIVE SECURITY

29. In order to ensure that departments and agencies
achieve and maintain the essential level of administra­
tive security:

(a) A security organization shall be
established within each department or
agency, individual security duties shall
be developed, and personnel shall be.
assigned to be responsible for all aspects
of security.

(b) Security policy and procedures shall
be established and disseminated.

(c) Security threat assessments shall be
conducted by:

(i) identifying all assets which
require protection for reasons
of national or civil security;

(ii) identifying the threats
associated with each sensitive
asset;

(iii) identifying the vulnerabilities
of sensitive assets to these
threats, and

(iv) assessing the risk exposure
associated with each sensitive

• asset for each threat.

(d) Based on the assigned security designation
and the results of security threat assessments,
appropriate safeguards shall be selected and
implemented in the areas of administrative,
personnel, physical, COMSEC, EDP and technical
security.

(e) Access to sensitive information and material
from which sensitive information may be derived
shall be granted only to persons who are security
cleared or reliability cleared to the appropriate
level and who require access for the discharge of
government business.

(f) Procedures shall be established to authorize,
control and monitor access to sensitive assets.

(g) Restricted areas shall be established; as
appropriate. ,, ■'

(h) Procedures shall be established for the
recording, reporting and investigation of
suspected security infractions.

(i) Plans to deal with all contingencies
identified by security threat assessments
shall be developed and disseminated.

(j) Security procedures shall be audited and
reviewed on a continuing basis.

A0053261 13-004818
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PERSONNEL_8ECURITY

30. In order to ensure that departments and agencies
achieve and maintain the essential level of personnel
security:

(a) Personnel security clearance require­
ments ahall be identified for positions
within the department or agency where there
is a requirement for access to sensitive
assets.

(b) Security responsibilities shall be
outlined in the descriptions of duties for
positions requiring access to sensitive
assets.

(c) Security clearance requirements shall
be identified for non-government personnel
who work in support of government activities
and who require access to sensitive assets.

') The personnel security clearance
procedures issued pursuant to this directive
shall be followed to determine the loyalty
and/or reliability of personnel (government
and non-government) requiring access to
sensitive assets.

(e) Personnel security clearance procedures
of a more stringent nature may be applied by
departments and agencies to further restrict
access to-assets of a particularly sensitive
nature.

(f) Approved identification documents shall
be issued to personnel who have access to
sensitive assets.

(g) Programs and procedures shall be
implemented to ensure personnel acknowledge
and are able to comply with government
security policy and procedures.

31. • In order to ensure that departments and agencies-achieve
and maintain the essential level of physical security: «•

(a) Physical security shall be a mandatory
consideration during:

(i) the planning, procurement,
construction, modification
or maintenance of facilities
and equipment which accommodate,
or will accommodate, sensitive
assets, and
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(ii) the provision, operation or
maintenance of supporting
utilities and services to
facilities and equipment
which accommodate sensitive
assets.

(b) Approved methods, equipment and facilities
shall be used for the physical handling, storage,
transportation and disposal of sensitive assets.

(c) Approved methods and equipment for access
control, movement control and surveillance shall
be used to protect sensitive assets.

COMMUNICATIONS-ELECTRONIC_SECyRITX

32. In'order to ensure that departments and agencies
ac. ieve and maintain the essential level of communications-
eluctronic security (COMSEC):

(a) Information transmitted by any telecommunications
fj.'item shall be protected by approved cryptographic
systems or circuitry appropriate to the sensitivity
involved.

(b) Equipment used in the transmission or processing
of information shall meet approved emission security
criteria appropriate to the sensitivity involved.

(c) The interconnection of telecommunications
services and EDP systems shall be carefully planned
and co-ordinated to provide security for the
information being processed and transmitted.

ELECTRONIC.DATA PROCESSING SECURITY

33. In order to ensure that departments and agencies
achieve and maintain the essential level of electronic
data processing (EDP) security, sensitive information
processed by any EDP system shall be protected by
approved hardware equipment, software systems and
operating procedures.

S£CHNICAL_SECURITY

34. In order to ensure that departments and agencies
achieve and maintain the essential level of technical
security, adequate safeguards shall be implemented to
establish areas where sensitive verbal and written
communications are protected from, unauthorized

•interception.

A0053261 15-004820
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35. Each department or agency shall be responsible for
identifying its security requirements and implementing
appropriate safeguards according to approved standards.

36. Security policy approved by the following bodies
shall be adhered to by departments and agencies, and may
oe augmented by internal policy and procedures.

! i
• f.V. .

(a) The_Cabinet_Committee_on_Security_and
Intelllgence’Tccsir’sfialf'consider"broad
securlty'policy matters and make appropriate
recommendations to the Cabinet.

(b) The Interdegartmental_Committee on

i I
(i) review national security

organization and activities,f.-

i r‘-

(ii) ensure that ministers have the
information and advice required
to make decisions affecting the
security of Canada, and

tl

> i

(iii) provide general policy guidance
to the Security Advisory Committee.

i

ll • ■
(c)
shall

The.Security_Advisory_Committee (SAC)
!

<T.
(i) provide periodic reports to the

ICSI, and the CCSI if required,
on the internal security
situation in Canada;

V
(ii) ’ advise the ICSI on proposals for

security policies and procedures
put forward by departments or
agencies;

1L '
fc ‘ ■

(iii) formulate, for ICSI consideration,
general security regulations and
procedures for the protection of
sensitive government- assets;

i i
f

(iv) assist and advise departments and
agencies on the application of
security regulations and procedures
approved by the ICSI;

n-.‘
t-'j.

(V) provide, as necessary, a link
between the Security Service of
the Royal Canadian Mounted Police
and departments and agencies;

1 ' I
(vi) provide advice and guidance for the

resolution of conflicts between the
interests of security and depart­
mental and other interests, and

i ' ■’ s’ . i

y
■ .• ' ‘.

. > ■

(vii) establish sub-committees, as required,
to recommend and review security
policy, procedures and plans relating
to communications, electronic data
processing, security equipment,
counter technical intrusions inspec­
tions, and other specific areas of
security concern.

I
U , -j ' ■ .. !

A0053261 16-004821
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37. The following departments and agencies shall be re­
sponsible for specific aspects of security within the
government.

(a) The Privy_Council_Office (PCO) shall:

(i) establish liaison among depart­
ments and agencies. Cabinet and
interdepartmental committees on
security-related matters,

(ii) advise on the co-ordination and
implementation of security dir­
ectives approved by Cabinet, and

(iii) participate in the formulation of
security policy and procedures for
recommendation to the CCSI and the
ICSI.

(b) The Royal Canadian Mounted Police (RCMP)
shall:

(i) provide advice and assistance to
departments and agencies, as may
be required, on the implementation
of government security policy;

(ii) conduct investigations (except for
the Department of National Defence)
and checks for personnel security
clearances;

(iii) inspect and evaluate the security
posture of departments and agencies
(except the Department of National
Defence when inconsistent with the
organization and operational needs
of that department as prescribed in
the National Defence Act), vital
points (war and peace), and private
sector EDP facilities processing
government information;

(iv) provide a security consulting service
to departments and agencies regarding
the design of new or renovated buildings;

(v) test and rate (and install and maintain
as required) physical security equip­
ment, and

(vi) co-ordinate counter technical intrusions
inspections.

(c) The Department of Supply and Services,' (DSS)shall? ---------

(i) be consulted and involved at the re­
quirements definition and procurement
stages in relation to the acquisition
of guard services and physical security
equipment to be supplied by DSS;

(ii) by agreement with the department or
agency concerned, be involved in the
procurement of COMSEC equipment and
COMSEC-related items;

A0053261_17-004822
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(iii) maintain or arrange for the provision
of a sufficient supply of physical
security equipment;

(iv) by agreement with the department or
agency concerned, make contractual
arrangements to provide security
guards, brief security guard agencies
on basic security requirements, provide
co-ordination between the guard agencies
and the government, and ensure the
training of security guards, and

(v) arrange the security clearance of
private sector facilities and
personnel.

(d) The Dggartment_of_Public_Works (DPW) shall:

(i) be responsible for the physical security
of the fabric of buildings in DPW
custody (except DND establishments and
RCMP buildings and Department of External
Affairs buildings abroad);

(ii) provide (with the advice of the RCMP),
fund, operate and maintain approved
physical security equipment in government-
owned or leased buildings which are in
DPW custody;

(iii) fund and manage security guard services
in multiple occupancy buildings, and

(iv) share the costs of security guard
services with the tenant department

1 or agency in single occupancy buildings
with commercial facilities.

(e) The Department of Communications (DOC) shall
provide-guidafice~and~advrce“on-COMSEC matters
to those departments and agencies not repre­
sented on the Communications-Electronic
Security Committee (CSC).

(f) The Communicatlons_Socurity.Establishment
(C8Ey"o?"DND"sKaII-pian7”deveIop7"evaluate
and promote cost-effective communications-
electronic security (COMSEC) throughout
the government.

(g) The Department_of_National_pefence (DND) shall:

(i) conduct personnel security clearance
field investigations of members of the
Canadian Forces and of persons employed
by or on behalf of DND; ■'

(ii) protect DND establishments, assets and
operations;

(iii) protect DND holdings of North Atlantic
Treaty Organization (NATO) and foreign
military information and material, and

(iv) protect allied military equipment and
facilities located on DND property.

A0053261 18-004823
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(h) The Department of External Affairs (DEA)
shall inspect the'control ""exercised by
other departments and agencies, except
DND, of their holdings of NATO documents.

SECURITY PROCEDURES

38. (To be determined) shall approve and issue detailed
.dministrative, personnel, physical, COMSEC, EDP and

• echnical security guidelines, procedures and standards
for the government, consistent with the general intent
of this directive.
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DRAFT CABINET MEMORANDUM

Security Policy in the Government of Canada

OBJECT

1. The purpose of this memorandum is to request Cabinet ■
approval for the attached directive which establishes
comprehensive policy for the protection of sensitive and
valuable assets which are owned or in the custody of the
Government of Canada. The directive -encompasses an ex­
panded view of security, including improvements in the
determination and specification of protective require­
ments. The policy established by the directive recognizes
the entire range of government assets, as well as all
threat categories applicable to these assets.

DECISION REQUIRED

< Because security wizhin the Government of Canada
involves interdepartmental considerations, Cabinet
approval of the attached directive is required to
ensure the consistency of security policy and pro­
cedures throughout all departments and agencies. The
direction and documentation currently available to
those responsible for the implementation of protective
measures are both fragmented and incomplete. Security
obviously cannot be satisfactorily maintained unless
effective safeguards are uniformly applied throughout
the Government of Canada.

3. Current Canadian security policy evolved from pro­
cedures developed during and after World War II to
protect information and information-related material
for purposes of national security. The existing
classification system, which is effective in the
national security environment where it originated,
must be protected from dilution and compromise.
Substantial quantities of Information, however,
require protection for reasons other than national
security. Security may be a concern for personal,
legal, financial, and corporate information or
privileged information provided during the government
decision-making process.

4. Likewise, the scope of government assets requiring
protection is now recognized to include not only in­
formation, but material and services as well. Material
requiring protection can include buildings, equipment,
negotiables, fissionable materials, dangerous drugs,
historical artifacts and art objects. And, regardless .
of the sensitivity or dollar value of the information
and material being handled, each department or.agency
exists to provide necessary and valuable services to
other governmental bodies, the public, or both. There­
fore, protective features must be adequate to recover
such services as communications, transportation and
data processing from disruption within a tolerable
period.
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5. Furthermore, in order to confront the total government
security problem, the full range of threats to government
assets must be accounted for. The only major threat category
acknowledged in current security documentation is that of
disclosure. A broader interpretation of security is mandatory
and must encompass the threats of destruction, removal,
modification and interruption, as well as disclosure.

6. In the absence of other more appropriate measures to
ensure protection, the national security classifications
and accompanying procedures have been applied to areas for
which they were not intended. Widespread misuse of the
national security system has resulted and, in some cases,
has led to the over-classification of assets and the associ­
ated application of expensive safeguards. Scepticism about
the entire system has emerged both within and outside the
Government of Canada. The attached directive maintains
the current classification and protection system for national
security assets. In addition, the directive deals separately
with civil security assets, which are information, material

nd services requiring designation and protection for reasons
other than national security.

7. Revision and consolidation of Canadian security policy
and procedures are long overdue. An early decision regarding
the appropriateness of the attached directive is required,
especially in view of human rights legislation and consider­
ation of legislation on public access to government documents.
As soon as this directive is approved, the policy will be
employe’, as a framework in which to develop and issue detailed

?uidelines, procedures and standards in the areas of adminis-
rative, personnel, physical, communications-electronic,

electronic data processing and technical security. Promulga­
tion of these procedures will ensure that uniform levels of
protection are applied across the government.

CONSIDERATIONS

financial_considerations

8. It should be possible to implement the policy contained
in this directive within existing man-year and budget
allocations. However, it will be necessary to develop a
briefing and indoctrination program for users regarding
the new requirements and procedures.

9. The needs of civil security would require a greater
degree of security consciousness on the part of managers,
a higher profile for departmental security officers and a
greater involvement in the security process on the part of
deputy heads. Security literature and training programs
will have to emphasize civil security and the concepts of
risk management. ’’

10. The ultimate result of the new policy may be the
identification of substantial quantities of information
and material which are overprotected or which do not
require protection. This examination of assets and
safeguards may result in a financial saving for the
government.
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FEDERAL;PROVINCIAL_REIATIONS_CONSIDERATIONS

11. Certain federal departments and agencies have arrangements
with provincial government departments with regard to the
provision or sharing of national and civil security assets.
In view of changes in the federal security policy, these
arrangements would require review and revision.

JNJERNATIONAL_RELATigNS_CONSIDERATIONS

12. Policy and procedures contained in Security of Information
in the Public Service of Canada (Privy Council Office,
November 1956) are retained in the attached directive but
are to be applied exclusively to those assets requiring
protection because of national security considerations.
For this reason, the directive will have no implications
for the international exchange of assets.

OTUER_CONSIDERATIONS

13. The attached directive takes into consideration those
exemptions from disclosure which are contained in the
Canad- in Human Rights Act, as well as those exemptions
proposed in the Green Paper entitled Legislation on Public
Access to Government Documents (Secretary of State, June
1977) . --------

INTERDEPARTMENTAL CONSULTATION

14. This memorandum and the attached directive were prepared
interdepartmentally by the Security Advisory Committee and
have been approved by the Interdepartmental Committee on
Security and Intelligence. All departments and agencies
with major security responsibilities have been consulted
through their representation on these committees. As­
sistance in the administration and implementation of the
directive will be provided by the Security Advisory
Committee and officials designated by it to all deputy
heads and departmental security officers.

PUBLIC INFORMATION CONSIDERATIONS

15. The current Cabinet Directive on personnel security
(Cabinet Directive 35), as well as the document entitled
Security of Information in the Public Service of Canada,
are classified CONFIDENTIAL and have never been made avail-
able to the public.

16. Consideration should be given to declassifying “the
attached directive on security to make it available on
request. Experience indicates that confining publicity
to a summary of a document which is not available to the
public gives rise to suspicion. Under the auspices of the
Solicitor General, a plan should be formulated for the
communication to the public of the essential aspects of
the new policy. The new directive should be promoted as
a valuable step toward restoring confidence and support
for government security requirements.
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POLITICAL CONSIDERATIONS

£AUCUS_CONSULTATIONS

17. If a.public statement regarding the new security policy
contained in the attached directive is to be made, the
caucus should be briefed.

CONCLUSION

18. In conclusion, there is a requirement within the
Government of Canada to:

(a) define security policy which recognizes the
entire range of assets with sensitivities
based on national or civil security, and
which accounts for all threat categories.

(b) define an alternative to the existing
national security classification system
to permit the specification of protective
requirements for sensitive information,
material and services not presently covered.
The alternative should complement the
existing system and reduce the potential
for its misuse.

(c) provide government security personnel with
a consolidated and comprehensive security
document which includes both general policy
and detailed guidelines, procedures and
standards.

RECOMMENDATIONS

19. It is recommended that Cabinet:

(a) approve the attached directive on security
policy in the Government of Canada,

(b) approve the distribution of the attached
directive as an unclassified document, and

(c) grant authority to develop, issue and
maintain detailed guidelines, procedures
and standards governing administrative,
personnel, physical, communications-
electronic, electronic data processing
and technical security, consistent with
the general intent of the attached
directive.
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DRAFT DISCUSSION PAPER

Security Policy in the Government of Canada

OBJECT

1. There is widespread concern within the Government of
Canada that current security policy, procedures and
standards are inadequate and ineffective in view of the
scope of the protection problem today. The purpose of
this document is to describe the problems related to this
issue and to discuss the alternatives for dealing with
them.

BACKGROUND

2. The basic documents governing Canadian government
secur .'ty practices were developed during and after World
War 11 to deal with information and information-related
material requiring protection from disclosure for national
security reasons. Close scrutiny of the federal govern-

• ment's security policy has been prompted by the recognition
of a range of sensitive government assets beyond national
security boundaries and the exposure of these assets to a
variety of threats. This examination has led to the
identification of a number of apparent inadequacies, gaps
and obsolescences. Consequently, a degree of scepticism
and apprehension has developed about the entire protective
system.

3. Government officials, and the public to some extent,
have responded to this situation by urging the implementa­
tion of policy, procedures and standards which are
comprehensive, consolidated and applicable to today's
security needs. Both the 1977 Report of the Auditor
General of Canada and the June 1977 green paper on
Legislation on Public Access to Government Documents

( emphasized the need for a method of specifying protection
requirements for all levels of sensitivity.

4. In the absence of clear direction and in the Interests
of economy and expediency, certain departmental security
managers have acted independently to fill recognized voids
in security coverage. Unilaterally, these departments
and agencies are extending the national security classifi­
cations to sensitive assets not presently covered,
establishing new classification levels, and modifying
personnel security clearance requirements. , .■

5. Expenditures related to security are considerable
and growing. A study of 24 departments by the Ministry
of the Solicitor General indicated that the cost of
protective security rose to $41 million in 1973 from $35
million in 1971. In the next 10 years, the annual total
cost is expected to be in the vicinity of $100 million.
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