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PART 6: Security Clearance Issues

1. It is not through counter-espionage and counter-sub-
version investigations that the Security Service interacts
with a significant portion of the Canadian populace, but
rather through its more mundane security screening func­
tions. Hundreds of thousands of Canadians each year are
interviewed in the course of federal civil service field
investigations
Almost all potential immigrants are interviewed

. abroad an(3 eaCh year hundreds

ship applicants are subsequently interviewed by the Security
Service.

of citizen-

2. This screening function is germane to the Mandate of
this Commission "to inquire into the relevant policies and
procedures that govern the activities of the R.C.M.P. in the
discharge of its responsibility to protect the security of
Canada". The screening mechanism is, however, only as good
as the data which are collected, the criteria which govern
this collection, the manner in which the information is
analysed, the effectiveness with which it is disseminated to
government and finally the consistency of decisions taken by
government. Because of this close and intricate relation­
ship with government, screening activities cannot be
analysed in a vacuum but only as part of the entire security
clearance programmes for the public service, immigration and
citizenship.
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2 SECRET

Scope of Security Clearances

A. Public Service Security Clearance

3. First wewill deal with the scope of security screening.
Here we will be concerned with the categories of persons for
whom clearance is required. How are these categories now
defined? How should they be defined?

Federal Government Employees

4. There is, and will continue to be, the need for some
form of security screening of federal goernment employees

dealing with classified matters. This position stems from
both Canada's international commitments (N^TO, NORAD, and
our relationships with friendly foreign agencies) as well as
the need to protect government information which if divulged
would cause exceptionally grave damage to the defence or
security of Canada, serious injury to the interests or
prestige of the nation, or damage to an individual. How­
ever, it is important that no more screening be done than is
required for the protection of the security of Canada.
Excessive screening involves unnecessary investigations of
the personal and political activities of individuals and •
unnecessary expenditure of government funds.

5. Who in the federal civil service requires security
screening? According to the current authorizing- document,
Cabinet Directive 35, individuals "who are required to have
access to classified information in the performance of their
duties, must be persons in whose reliability and loyalty to
his [sic] country the Government of Canada can repose full
confidence”. Access to three levels of classified
information. Top Secret, Secret and Confidential, requires
screening. The principles of classification for each of
these categories are set out in a 1956 document, Security of
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Information in the Public Service of Canada. Documents are
to be classified "Top Secret when their security aspect is
paramount, and when their unauthorized disclosure would
cause exceptionally grave damage to the nation". The Secret
classification is to be used when "their unauthorized
disclosure would endanger national security, cause serious
injury to the interests or prestige of the nation, or would
be of substantial advantage to a foreign power". Confi­
dential is a classification used for information and
material where "their unauthorized disclosure would be
prejudicial to the interests or prestige of the nation,
would cause damage to an individual, and would be of
advantage to a foreign power".

6. CD-35 stipulates that there should be differing screen­
ing procedures for these three levels of classification.
Access to Top Secret information requires (1) a subversive
indices check, (2) a fingerprint criminal records check by
the RCMP and (3) a field investigation by an appropriate
agency. This "positive vetting" differs from the "negative
vetting" of the other two security classifications. Secret
and Confidential levels do not require the field investi­
gation, although they may be requested in the case of a
Secret level clearance. They do, however, require sub­
versive indices and fingerprint criminal records checks.

7. A major question to be asked about this system is
whether too many positions are classified Top Secret with
the result that too many field investigations are under­
taken. Over the last several years, approximately 3,500 
field investigations have been requested annually of the
Security Service. A breakdown of these requests by
Departments suggests there may be a vast over-utilization of
the field investigation service. For instance, in the first 
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4 SECRET

quarter of 1978, 5 field investigations were requested from
the Department of Agriculture, 27 from the Bank of Canada, 6
from Consumer and Corporate Affairs, 32 from Finance, 15
from Fisheries and Environment, 20 from Justice, 101 from
National Revenue and Taxation, 13 from the Post Office, 19
from Public Works, 5 from Statistics Canada, and 40 from
Transport Canada. It is difficult to imagine how these
could be justified on the basis of the original principles
of classification. •

8. There are two explanations for the large number of .
positions classified to Top Secret. First, classification
is not the sole basis for screening: the system set up in
CD-35 is not strictly adherred to. Currently, we have a
hybrid system where the levels of clearance.partially
depend upon the requirement of access to classified infor­
mation and partially upon the area of employment. For
example, everyone in External Affairs has- a Top Secret
clearance. Career mobility, physical proximity and ease of
intra-office communications are the reasons most often cited
to justify these high level clearances of personnel who do
not require immediate access to classified information or
material.

9. Second, there has been a tendency to over-classify
information. Each Department has been responsible for .
classifying its own material based on the general principles
set out iii .the document entitled, Security of Information in
the Public Service of Canada. The process of classification
has not been subject to careful control. Uniform standards,
reflecting the meaning of the original definitions of the
classification scheme have not been applied. Top Secret was

intended to be used only rarely: the original examples
pertained only to defence matters. The Secret 
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5 SECRET

classification was to cover Cabinet records and minutes,
current and important foreign negotiations, information on
foreign-powers, scientific and technical defence develop­
ments etc. Confidential was reserved for disciplinary
administrative matters, minutes of interdepartmental
committees, political and economic reports, etc.

10. As the classification scheme became imprecise and
overly inclusive, the security screening mechanism became

I

overloaded. Unless the government comes to terms with the
classification system, it will not adequately control the
number of individuals subjected to field investigations. A
SPUR paper (Security Policy Under Review), accepted in
principle by Cabinet in January 1979, addresses itself to
the classification problem. The paper recommends a dual
level of classification and screening: the present
classification would be retained and another developed for a
category of material that requires protection but does not
meet previous classification criteria. The mere addition of
a new category of classification does not resolve any of the
problems of the present classification system. However, it.
does take care of the possibility of screening for positions
now unclassified, hence, building up a base.of trustworthy
employees.

11. A new Cabinet Directive to replace CD-35 has been
drafted. However, it too does not provide a solution to the
problem of excessive use of the screening process. It
ignores the current tendency to screen according to area of
employment rather than on the basis of a real need for
access to classified information. Moreover, it refers to
the antiquated 1956 Security of Information- in the Public
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Service as the source of this classification, rather than )
attempting to refine the categories so as to avoid the
misuse that has developed.

12. In order to rectify the over-extended scope of the
security screening programme, the government needs to reduce
drastically the requirement for field investigations. This
could be accomplished in several ways. One option is to
change the screening procedures such that a field investi­
gation is required only to verify doubtful information which
has surfaced in the course of an interview with the Depart­
mental Security Officer or a records check. This is the
option put forward by the R.C.M.P. in 1974.

13. A second option is to tighten up the •classification
system and explicitly limit Top Secret positions to those
whose work requires access to Top Secret information. This
option entails placing greater reliance on security proce­
dures in government offices to protect Top Secret infor­
mation from those who may only casually come in contact with
it. Stricter intra-office security practices may be diffi­
cult to administer in modern open-office plans and in
organizations which wish to minimize hierarchy and maximize
collegiality.

14. A third option would be to abandon access to classified
information as the test for security screening investiga­
tions. Instead, certain positions and areas of employment
would be designated as requiring a particular level of
clearance. This was the situation in 1948 when the original
screening document CD-4 classified certain Departments as
"Vulnerable". Under such a system all Deputy Ministers and
Directors (SX1) would have to be cleared to the level of
Secret (not Top Secret as in some interim guidelines

A0053226_6-005034

AGC-2653
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proposed in 1978). All employees working in departments
closely related to the defence and security of Canada would
have to-be cleared to the highest level requiring the most
intense screening (Defence and the Security Service and
perhaps PCO). Certain sections of other Departments would
have to have this level of clearance (External Affairs,
Solicitor General, Communications, NRC) but the vast
majority of employees in these departments could be screened
only to the second level (Secret). Other Departments or
branches of Departments, would require a minimal clearance.

15. A fourth option is a combination of the latter two:
security screening would depend upon either access to
classified material or area of employment. If this option,
(the Australian model) is accepted it would have to be very
carefully monitored so that the current situation does not
repeat itself. . ,.

16. All these options would have some potential for
significantly reducing the number of field investigations
for Top Secret clearances. At the same time the number of
Secret level clearances (which do not require field
investigations) would increase. Greater reliance would now
be placed on persons cleared only to the Secret level. This
change should be accompanied by an improvement in the
screening process of persons screened to that level. This
could largely be done through applicant interviews conducted
by the Department Security Officer (DSO) and verification of
the candidates bona fides by the personnel department.
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17. As fewer Top Secret clearances are called for, greater
reliance will also be placed on support staff and junior
employees. Universal screening, as advocated by the
Mackenzie Commission is probably not necessary. The dual
classification scheme agreed to in principle by government
(see paragraph 10) would provide for a base of trusted
employees in non-security classified positions. This
"reliability screening" proposed by the government should be
encouraged. However, ,it would appear sensible to add a
subversion indices check to the current proposal that
includes only a fingerprint criminal records check. How can
an employee be reliable if he is disloyal?

18. Whichever option the government chooses, the basis for
screening must be stated explicitly and the number of field
investigations reduced. Without careful consideration by
government to these matters, the over-extended scope of
security field investigations of federal employees will
continue, resulting in undue expense and intrusion into the
lifes of Canadians. One of the first priorities of the
revitalized Interdepartmental Committee on Security and
Investigation, we have recommended in a preceding section of
this report, should be to take steps to remedy this
situation.

19. While the scope of Top Secret clearances is too great
there are other areas where screening procedures are too
narrow. Screening is not as thorough as it could be for
contract employees. No fingerprinting is required of
employees working on classified government contracts.
Nevertheless, in practice, fingerprinting is done. A
thorough criminal records check cannot be accomplished
through a name indices check alone. This practice of
fingerprinting should be properly authorized so that the 
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9 SECRET

contract employee is under the same requirements as a
full-time employee. Similarly, the exempt staff of a
minister should be subject to the same screening require­
ments as regular employees of the federal government.

Order-in-Council Appointments

20. While strict screening requirements are adherred to for
low levels of employment they are often ignored- for the high
level appointed positions. (Order-in-Council appointments
are made for branch Directors, Deputy Ministers, Heads of
Agencies and Commissions, Cabinet Ministers, Senators,
Federal Court Judges and Parliamentary Secretaries etc.)1

1. According to Mr. Andr§ Lemieux, DSO for the PCO
(personal conversation on November 9, 1979) the
Conservative government has cooperated and closely
adherred to the 1971 and 1974 memoranda on '
Order-in-Council Appointments. Complete screening is
undertaken for positions with access to "exempt
information" according to the.Sections 53 and 54 of the
Human Rights Act. While the cooperation over screening
is an improvement, it is not yet a fool proof system.
The Justice Department has not seen fit to run cursory
checks on Federal Court Judges.

This situation led to a memorandum from the Prime Minister
in 1971 and a reminder in 1974 that appointed positions with
access to classified information are subject to the
requirements of CD-35. The Minister making the appointment
is to receive a written report of the results. All other
appointed positions require a "cursory records check".

21. A cursory records check involves a name check of
Security Service subversive indices. This cursory records
check provides the appointee with a Confidential level
clearance. Rather than follow normal security screening
procedures, a practice of making cursory checks for all
appointed positions has developed. The basis for these
cursory checks can be found in the Prime Minister's 1971 
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memorandum, where he noted that, "in many cases it is
neither feasible nor desirable that prospective appointees
be required to complete the Personal History Form which is
the basis of normal security clearance regulations".

22. This cursory records check is inconsistent with other
government screening policy. First, with the exception of
Members of Parliament, there is no justification for the
position that prospective appointees with access to
classified information need not be as thoroughly screened as
their non-appointed colleagues. The present government
concurs with our criticism of past policy, yet in practice
it is still sometimes followed. Under greater time
pressures in the future,, the ambiguity of the 1971 and 1974
memoranda may again serve as a basis for the avoidance of
screening.

23. Second, if there is no access to classified
information, and if the government wishes to maintain this
special class of positions requiring cursory screening, then
the present cursory records checks need to be modified so as
(1) to ensure greater effectiveness and (2) to avoid the
possible abuses inherent in the present system. An
effective records check cannot be done under time pressure
and without more biographical data than the individual's
name. Records need to be kept of all cursory checks run to
avoid requests where an appointment is not in the offing.

' Criminal, .as well as subversive, indices need to be checked.
All adverse information must be disseminated in written
form. Any unsubstantiated information, if disseminated,
should be qualified as such. The individual in all cases
should be notified of any negative information disseminated
about him if it is to adversely affect his prospects for
appointment.

n
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Members of Parliament

24. If. the screening criterion of access to information or
area of employment is to be applied consistently throughout
government, then Cabinet Ministers, Parliamentary Secre­
taries and Members of Special Parliamentary Committees, with
access to information and material that needs to be secured,
would have to be fully screened. Currently, no screening is
done for Cabinet positions but cursory subversive records

I

checks are run on Parliamentary Secretaries, except for
those who will have access to the operations of a sensitive
Ministry or who have not been elected. These exceptions are
subject to a full records check but no field investigation.
As noted above, the cursory records check is not a satis­
factory procedure. To rely on the Privy Counsellor Oath,
but not the Parliamentary Secretary Oath, is inconsistant.
(These oaths are atttached at the conclusion of this paper.)
The postion of this Commission is that there should be no
screening of elected Members. These officials have already
been vetted in the public forum of an election campaign.
Instead, reliance should be placed upon the Privy Counsellor
and Parliamentary Secretary oaths and the oath taken by
Pariiamentarians.

25. If the security intelligence agency comes across
information on an appointed elected official, it may,
depending upon the nature of that information, do two ’
things. The Director General or an officer designated by
the Director General may interview the Member of Parliament.
A better understanding by the Member of the security risks
involved may be enough to correct or clear up the situation.
Alternatively, the Director General could take the infor­
mation directly to the Prime Minister or the Leader of the
Opposition Party to which the M.P. belongs. There should be
strict evidentiary criteria for the dissemination of any 
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information in this manner. These criteria will be 
discussed below in the sections on loyalty and reliability
screening criteria.

Provincial and Municiple Personnel and Police

26. Subversive and criminal records checks of provincial
and municipal government employees and police were done in
the past by the R.C.M.P. They have been cancelled because
of the lack of authorization. Prior approval for these
arrangements should- be given by the Minister but once
approved they could be processed on request. There are two
reasons for the resumption of this service. One is that it
is clearly in the national interezst to ensure that such
essential programmes as vital points, emergency measures,
administration of justice etc. are not in jeopardy by the
employment of persons who are either dishonest or
subversively inclined. Second, this service would help
integrate the security and intelligence community in Canada.

Foreign Agencies

27. More work needs to be done in this section. Two
essential questions that need to be addressed are:

(1) Do the bilateral inter-agency agreements
■which provide for reciprocal screening
'arrangements provide legal authorization
for the R.C.M.P. to screen Canadians for
foreign Security agencies?

(2) Should the criteria of screening for foreign
agencies differ from the Canadian criteria,
as is currently the case, with educational
criteria being requested and
supplied by the R.C.M.P.
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Members of the Security Service

28. This subject has not as yet been the subject of
research by the Commission; however, special screening
techniques and clearance criteria may have to be implemented
to prevent penetration or subornation of security
intelligence agency members.

Durability and Transferability of Security Clearances

29. The scope of security screening involves not merely the
question of who should be screened but how often they should
be screened. There is currently a tacit understanding that
security clearances will be updated through subsequent
vetting every five years. There does not appear to be a
necessity for this update procedure. If sufficiently
adverse information has come to the attention of the
security intelligence agency, in the interim since the last
indices check, this would already have been forwarded to the
DSO. Any updating of clearances should be the
responsibility of the DSO. An interview every five years
with the employee and a check with the immediate employer
could only be considered good management, certainly not
excessive, and probably the most efficient option.

30. Similarly, transfers do not necessarily imply the need
for another security screen. The DSO in the new department
should, however, be given the security screening report or
file to assess. An interview with the DSO may be prudent
and would certainly be required in the case of an adverse
assessment by the security intelligence agency.
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Security Clearance Rejection Criteria

31. We now turn to the criteria for security screening,
loyalty and reliability. The current document describing
these•criteria is the 1963 Cabinet Directive, No. 35. The
only amendment to this 16 year old directive is the 1976
Cabinet decision on the dissemination of separatist
information. Are these criteria adequate? How should they
be modified? J

Loyalty Criteria

32. CD-35 states that: '

It has been clearly demonstrated that such confi­
dence cannot be placed in persons whose loyalty
to Canada and our system of government is diluted
by loyalty to any Communist, Fascist, or other
legal or illegal political organization whose
purposes are inimical to the processes of
parliamentary democracy. It is therefore an
essential of Canadian security policy that
persons described in paragraph 8 below must not,
when known, be permitted to enter the public
service, and must not if discovered within the
public service be permitted to have access to
classified information. If such a person is in
a position where he has access to classified
information, he must at least be transferred to
a less sensitive position in the public service.
It may also be necessary, where it appears to
the Minister concerned to be in the public
interest, to dismiss him from the public
service, subject to the conditions set out at
paragraph 17 below:
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3. The persons referred to in paragraph 2 above
are:

(a) a person who is a member of a communist
or fascist party or an organization
affiliated with a communist or fascist
party and having a similar nature and
purpose;

(b) a person who by his words or his actions
shows himself to support a communist or
fascist party or an organization
affiliated with a communist or fascist

■party and having a similar nature and
purpose;

, (c) a person who, having reasonable grounds
to understand its true nature and purpose,
is a member of or supports by his words
or his actions an organization which has
as its real objective the furtherance
of communist or fascist aims and policies
(commonly known as a front group);

(d) a person who is a secret agent of or an
informer for a foreign power, or who
deliberately assists any such agent or
informer;

(e) a person who by his words or his actions
shows himself to support any organi­
zation which publicly or privately
advocates or practices the use of force
to alter the form of government.

33. As early as 1964, the criteria of CD-35 were felt to be
deficient. The criteria did not cover the new threats of
separatism as it was manifested in the R.I.N. and later the
Parti Quebecois. These groups eschewed the use-.of force yet
advocated* the dissolution of the Canadian state. There was
no similar difficulty with the terrorists organizations such
as the ALQ and FLQ; these fell under the paragraph 3(e) of
CD-35. Several administrative arrangements,were worked out
(July 1966 and December 1972) which required the Security 
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Service to report on separatist sympathies, associations and
activities of the subject, his relatives or associates, in
security screening reports. These arrangements were
inconsistant with the surveillance mandate given to the
Security Service in 1975. As interpreted by the Prime
Minister, Parti Quebecois activities were only to be
monitored if they fell under (a) to (f) of the mandate.
These contradictory mandates existed for 6 months; unable 'to
get the attention of government on this untenable position,
the Security Service unilaterally ceased reporting
separatist information. Finally, in 1976, after the
publication of a letter concerning the separatist screening
policy, the Cabinet Committee or Security and Intelligence
decided on the implications for security screening of the
1975 mandate:

The Committee agreed that the Cabinet decision
of March 27, 1975 (166-75RD) was not intended to
alter the policy of the government with respect
to the screening of persons for appointment to
sensitive positions in the Public Service,
namely that:

(a) information that a candidate for appointment
to a sensitive position in the public ser­
vice, or a person already in such a position,
is a separatist or a supporter of the Parti
Quebecois, is relevant to national security
and is to be brought to the attention of
the appropriate authorities if it is
available; and

(b) the weight to be given to such information •
.will be for consideration by such authori-
' ties, taking into account all revelant

circumstances, including the sources and
apparent authenticity of the information
and the sensitivity of the position.
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34. This Cabinet Decision did not resolve the basic problem
of how the Security Service, unable to investigate the PQ,
was to effectively collect separatist information. The "if
it is available" clause was interpreted internally by the
R.C.M.P. to mean that enquiries were to be made in the
course of field investigations. However, because of the
political sensitivity of the issue and the apparent
inconsistency of the Cabinet Decision of 1976 with some of
Prime Minister Trudeau,'s public statements about not
investigating the PQ, there has been no concentrated effort
by the field investigators to enquire into Separatist or PQ
support.

35. New loyalty criteria have been drafted (see Table 1
attached). These closely follow the criteria in the Cabinet
Directive of March 27, 1975, with one major exception:

(vi) activities evidencing a commitment to an
ideology, a cause, a movement, or a foreign
interest detrimental to or directed toward
the subversion of democratic government,
institutions or processes as they are
understood in Canada;

36. This clause is vague and potentially extends the limits
of permissible surveillance given to the Security Service in
its March 1975 mandate. New criteria for security screening
of federal civil servants need to be drafted, but they
should be consistent with the boundaries for the collection
of information by the security intelligency agency. The
security intelligence agency should not be tasked with the
job of obtaining information, for security screening
purposes, on any group or movement that is not involved in
the activities defined in threats to security in the
agency's mandate. If the government, or a particular
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department, feels that' for policy reasons unrelated to
security, it is important to avoid hiring members of certain
groups, then the personnel staff of the department should be
responsible for making these inquiries. The candidate and
referees can be asked about affiliations with organizations
which would be incompatible with the position, but this task
should not be given to a security intelligence
organization.

Reliability

37, The authorizing document for personnel security
screening, CD-35, states:

In addition to loyalty, reliability is
essential in any person who is to be given access
to classified information. A person may be
unreliable for a number of reasons that do not
relate to loyalty. To provide as much assurance
of reliability as possible persons described in
paragraph 6 below may not be permitted to have
access to classified information, unless after
careful consideration of the circumstances,
including the value of their services, it is
judged that the risk involved appears to be
justified.

6. The persons referred to in paragraph 5 above
are:

(a) a person who is unreliable, not because •
he is disloyal, but because of features-
of his character which may lead to

« ■ indiscretion or dishonesty, or make him
• vulnerable to blackmail or coercion.

Such features may be greed, debt,
illicit sexual behaviour, drunkenness,
drug addition, mental imbalance, or such
other aspect of character as might
seriously affect his reliability;
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(b) a person who, through family or other
close continuing relationship with
persons who are persons as described in
paragraphs 6(a) to (c) above, is likely
to be induced, either knowingly or
unknowingly, to act in a manner
prejudicial to the safety and interest
of Canada. It is not the kind of
relationship, whether by blood,
marriage or friendship, which is of
primary concern. It is the degree of
and circumstances surrounding such
relationship, and most particularly the
degree pf influences that might be
exerted; which should dictate a
judgement as to reliability, a judgement
which must be taken with the utmost

, care; and

(c) a person who, though is no sense
disloyal or unreliable, is bound by
close ties of blood or affection to
persons living within the borders of
such foreign nations as may cause him to
be subjected to intolerable pressures.

38. Unlike the updated loyalty criteria, the reliability
criteria have not been substantially revised in the security
screening document reviewed by CCSI in 1977 and now awaiting
incorporation into the overall SPUR project. The reli­
ability screening criteria are slightly modified as:

(2) a person whose reliability is in doubt
because the person may be indiscreet or
vulnerable to blackmail or coercion, as a
result of

(a) features of character such as those
relating to avarice, indebtedness,

' . sexual behaviour, alcohol or drug
abuse, mental instability or criminal
activity, or
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(b) family or other close relationship with

(i) a person who is a person as
described in subsection (1), or

(ii) a person who is living in a
country whose government may use
such relationship for purposes
prejudicial to the safety or
security of Canada.

39. The reliability criteria have a double thrust: one,
concerns character weaknesses, the other, relationships with

I

either disloyal individuals or foreigners. In both of these
categories it is doubtful that a security intelligence
agency is the ideal.agency to collect and analyse the
information. In the case of foreign relationships, the
Department of External Affairs has instigated its own
programme. Lacking confidence in the R.C.M.P. ability to
evaluate family relationships in East Bloc countries, the
Departmental Security Officers now interview applicants to
determine the closeness of the relationship. This procedure
implemented by External Affairs is more effective than
Security Service investigations. The security problem is
not the fact of the relationship itself, but how susceptible
to pressure an individual may be because of that relation­
ship. A judgement is required on the■ applicant’s character
and personal attachments. The Security Service has neither
the talent nor the opportunity to analyze these personality
traits I and sentimental attachments. Even if it was to have
this capacity, it seems to us that a security intelligence
agency is not the proper agency to make these judgements.
Rather, it should help the Department make their decision by
disseminating intelligence reports on current pressure
techniques used by unfriendly foreign countries.
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40. There is a similar difficulty with the 'character
weakness' reliability criterion. CD-35 states that certain
features of character "lead to indiscretion or dishonesty,
or make him vulnerable to blackmail or coercion". It then
proceeds to confuse character traits with behaviour: "Such
features may be greed, debt, illicit sexual behaviour,
drunkenness, drug addiction, mental imbalance, or such other
aspect of character as might seriously affect his reli­
ability." These quoted features of character are in fact

f
forms of behaviour. The logic here is confused. What is
implied, as the revised draft illustrates, is that character
weakness is associated with certain types of behaviour and
these behaviours increase the probability that a person will
be dishonest, indiscrete or subornable.

41. The Security Service now reports on the patterns of
behaviour listed in CD-35 without sufficiently analysing the
probability of the behaviour leading to unreliability. In
order to assess unreliability, more than the behaviour
pattern needs to be taken into account. An analysis of the
probability of any traditionally "unorthodox" behaviour
leading to unreliability requires an assessment of the
character of the individual as well as the context within
which the behaviour is taking place. The screening
investigators and analysts of the Security Service are
neither trained nor given the opportunity to make this sort
of assessment.

42. Should a security intelligence report any information
in its possession on particular behaviour pattern in order
to provide the department with information on which to base
a decision on reliability? The opinion of .this Commission,
and the previous Mackenzie Commission, is that a security
intelligence agency should not merely report factual 
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information but should assess the intelligence it
disseminates. Before intelligence on an individual is
disseminated its relevance to security must be assessed. To
do otherwise needlessly ruins individuals' reputations and
the credibility of the security intelligence agency.

43. The assessment of an individual's potential unreli­
ability is very difficult to make. No empirical evidence on
the probabilities of particular behaviour patterns leading

t
to subornation or to indiscretion has been brought to our
attention. Furthermore, the additional elements of the
context of the behaviour and the character of the candidate'
for clearance need to be incorporated into the assessment.
Three variables, not just one, are crucial. Because of the
difficulties in making these assessments and the amount of
personal damage to the candidate that may ensue, it appears
to us that this is an area where the major portion of the
responsibility should rest with the Department Security
Officer rather than the security intelligence agency. The
•interview of the Departmental Security Officer with the
candidate and the referees can be used to elicit information
on patterns of behaviour, and to assess both the context of
this behaviour and the character of the individual. Every
job has a probationary period which can also be used to make
this reliability assessment.

44. The security intelligence agency should not routinely
disseminate "reliability" information in its possession.
Only certain information should be disseminated. It is
incumbent upon a security intelligence agency in carrying
out its responsibilities to protect the security of Canada
to disseminate in screening reports any evidence of
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subornation, indiscretion, criminal activity, or clandestine.
relationships with legitimate targets of either the security
or criminal intelligence agency. It should also be given
the discretion to disseminate intelligence on an
individual's behaviour it has assessed as presenting a
significant potential of risk to the security of Canada.
This assessment would require the security intelligence
agency to first interview the candidate. It would also
require an analysis o,f the context of the particular
behaviour and an explanation why it is relevant to security.
Reliability reports that are not based on the evidence of
subornation, indiscretion, criminal activity or clandestine
relations with criminal or security targets should only be
made in exceptional cases. They should be subject to close .
review by the Appeal Tribunal. More will be said on the
review process of the Appeal Tribunal below.

Role of,the security intelligence agency in the security
clearance process

45. The role played by the R.C.M.P. in the security
clearance process is to provide intelligence upon which the
departments can base their decisions about an individual's
loyalty and reliability. This role has four parts:

(1) subversive indices checks
(2) criminal indices checks
(3) .field investigations
(4)'security report

Each of these functions should be modified to some extent in
order that the security screening programme of federal civil
servants .i,s both more effective and more equitable.
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■. Information relevant to the disloyalty criteria of
CD-35 is also recorded. There is one, and only one,
"character weakness" on which intelligence is systematically
collected and maintained by the Security Service, homo­
sexuality. Because of this inconsistency there•is an
inherent bias in the subversive indices checks run by the
Security Service. When Secret or Confidential level
screening is carried out, no field investigation is
required. The only character intelligence the Security
Service can report in these lower level checks is that
related to homosexuality.

46. Subversive indices checks are done for all levels of
clearance. The Security Service indices which are checked
include-I

47. The Security Service has no mandate to investigate
homosexuals, of which there are alledgely two million in
Canada. It tried to get such a mandate in 1960 but was
unsuccessful. The excuse for collecting homosexual
information from other foreign and police agencies and from
the "gay" community resides in CD-35. This again points to
inconsistencies among the current mandates.

48. For the sake of consistency and equitable treatment
these homosexual files should, on the whole, be destroyed.
There are Security Service files on 2,348 homosexuals across
Canada. Files that should remain are those on -any Canadian
involved in'any sort of homosexual relationship with a
mandated target of the Security Service (this should not
include, because of screening criteria, another homosexual).
Information on these files should be disseminated in a
security screening report. The files that could remain, 

A0053226_24-005052

AGC-2653



s.15(1)
s.16(1)

- 25 - SECRET

are those on government employees who are not "out of the
closet". Normally these files shou^^TO^b^d^senmn^e^^i
the course of security screening. [  [

the homosexual community should be actively discouraged from
volunteering' information, though they could be used to
substantiate information.

49. Criminal records checks are not as effective as they
could be. Unless there is a field investigation, only
indictable offences by the 'L' Directorate fingerprint
checks, and the names of people on the wanted list are
discovered. To rectify this situation the three CIB indices
and the files of ’P' Directorate should be amalgamated. A
name search could then be routine, easily turning up
evidence of commercial fraud, drug involvement, underground
connections or mental instability with political ramificants
— all aspects of criminality which evade the present
records checks.

50. Field investigations should be decreased significantly
in number and modified in format. Field investigations are
a means of collecting reliability information and verifying
biographical information or the Personal History Form. The
current field investigation procedures are an antiquated and
inefficient means of collecting character information and
the current expenditure of resources is unlikely worth the
return. Members of the R.C.M.P. Security Service, have
estimated that 98% of the field investigations-fail to
produce information relevant to security. The other 2%
usually produces character information which could
(according to a Security Service report to SAC) be obtained
by other means. One such means is interviews by the
Departmental Security Officer with the applicant and with
referees. A well trained DSO has both knowledge of the 
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requirements of the classified position and of the security
threats posed by particular character traits. Most of the
biographical verification of field investigations, the
credit bureau check, the university records check, the
employment records check, could best be carried out by the
personnel staff of the various government departments.
Written confirmation of the bona fides of the candidate and
recommendation or comment from the references listed on the
Personal History Form ,could facilitate the screening
procedure.

51. One solution which should be considered is a 1974
proposal of the R.C.M.P. that field investigations be
eliminated for Top Secret clearances except where there is
some adverse information that needs clarification. At their
own initiative or upon referral from the Departmental
Security Officer, the Security Service would conduct a
limited field enquiry to confirm, qualify or elaborate on
any adverse, doubtful information. This enquiry would
include an interview of at least two of the listed
associates and with the candidate when necessary. The
request for a field investigation would be accompanied by
(1) the results of the DSO interview with the candidate and
referees, (2) a description of the subject’s position as it
relates to Top Secret material and (3) the results of the
checks on the candidates bona fides.

52. If this solution of the R.C.M.P. is not acceptable,
then fiel'd investigations should still be vastly reduced in
number. If one of the options outlined in the section on
Federal Civil Servants are followed, the number of field
investigations could be reduced from say 3,500 a year to
around 300. These investigations.should include 
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interviews with the referees. Whether they also include an
interview with the candidate and investigations of
neighbours, and employers is problematic. The field
investigations should not include credit bureau, employment
or university records checks.

53. If vast numbers of field investigations are reduced (as
proposed earlier), only a small number of well-trained
investigators based at ..Headquarters would be required.
Better contact between investigator and analyst would
upgrade the quality of both and rid the Service of the
staffing problems now prominent in the screening area.

54., The solution to the field investigation problem is not
the creation of a new investigative body under the
supervision of another branch of government. Of the 28 full
time security screening investigators across the country, 10
are Special Constables and 5 are supervisors; the remaining
14 are special investigators working out of ’A’ Division in
Ottawa. The prototype of the independent security screening
investigator would not differ so greatly from the Special
Constable. The crux of the field investigation problem is
that field investigations are no longer a viable means of
routinely gathering information. Whether the Security
Service has in the past, performed this function in any less
proficient and equitable a manner than some other group is
a peripheral issue.

55. Security Screening Reports: According to CD-35 the
Security Service is "to inform departments and agencies of
the results of their investigations in the form of factual
reports in which the sources have been carefully evaluated
as to the -reliability of the information provided." Such
reports are now written by the Security Service on all
candidates where adverse information is uncovered. But, no
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report is written if there is no record of the individual on
file. Instead a stamped "no record" form is returned to the •
department. If there is a file on the individual, but it
does not contain adverse information a "no adverse record"
stamp is employed. This second stamp should be eliminated
for the reasons we have discussed earlier in the report. '

57. The Mackenzie Commission recommended that the Security
Service should not merely report factually but also assess
the reported facts as ftheir validity, relevance and
importance. This Commission, as well, acknowledges that
there is a need for still greater contextual analysis of>the
intelligence disseminated in screening reports. Including
contextual analysis in the reports should help minimize the
subectivity in the reporting of "reliability" information.
In combination with the revision of suggested reliability
criteria, this subjectivity could to a large extent be
erad icated.

58. The Mackenzie Commission also recommended that the
Security Service should stand behind the analytical facts in
its report by rendering advice as to whether or not the
individual should be granted clearance. This proposal that

•the Secret Service advise on granting or denying clearance
is a policy matter and should be made explicit in the
forthcoming revision of personnel security screening
procedures and in the mandate given to the 'security
intelligence agency by Parliament. It is our opinion- that
the security intelligence agency should recommend as to
clearance in- their reports. This is merely another means of
assessing the importance of the information in the report
within the current international and domestic security»
context. .This recommendation can only serve to aid various
departments in coming to clearance decisions. The final
decision still rests with the Department; the security
intelligence agency's recommendation is merely advice.
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Relationships with Departmental Security Officers

59. Despite the adoption of all of the above
recommendations, the security screening programme will be
only as good as the Departmental Security officers make it.
These men are the crucial link between the Security Service
which provides the intelligence and the Deputy Ministers who
make the clearance decisions based on the adverse screening
reports. The DSO provides the Security Service with
information on the candidate, evaluates the Security Service
reports and recommends action to the Deputy Minister.

60. The procedural changes in the screening programme
advocated above would require that the DSO play an even
greater role in the clearance process. He would be
responsible for interviewing candidates at the Secret and
Top Secret level in order to assess both reliability and
loyalty. He would also, in the case of Top Secret
clearances, be responsible for interviewing several referees
as to the loyalty and reliability of the candidate. This
proposed scheme should not be adopted without significant
improvement in the standards of Departmental Security
Officers. There is no consistency in the standards of the
DSO position and hence no uniformity in the role played by
these men in the clearance process. Some are very
knowledgeable and have direct access to their Deputy
Ministers, but others are merely part-time junior
administrators with no previous exposure to the security
environment. . ICSI needs to give priority to this problem.
A first step towards its solution would be a Public Service
category for the Departmental Security Officer. Rather than
appointing personnel officers, as CD-35 recommends, the
security officer position should be seen as a specific
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career within he public service with lateral movement into
other departments as well as upward mobility in departments
with larger security branches.

61. If the DSO position is not granted sufficient status
and expertise, other solutions need to be devised. One such
solution would be to construct an interdepartmental body of
senior 'Security Officers as a central clearing house for
security screening requests. Screening reports by the
security intelligence agency would be assessed by these
senior PSOs for clearance or rejection advice. Candidate •
interviews could be held by these officers or by a group of
professionally trained interviewers reporting to this body.

62. Another solution would be to set up, under the Security
Advisory Committee, or ICSI directly, a security screening
subcommittee. This committee would not deal with the
routine processing of requests and reports but with problem

. areas and changes in procedures. It would be mainly
comprised of senior DSOs, including the DSO of the Privy
Council Office, and the Security Service Officer in charge
of screening. Further subcommittees, each headed by a DSO
on the Screening Committee and made up of more junior DSOs
and members of the security intelligence agency would
radiate out" to incorporate all departments.
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