
THlS DOCUI\TENT HAS BEEN 1-'HEP/\R ED BY TllF. SECU IUTY 
.POL ICY UNDER REVIEW ( S . . U . R . ) SECRETARIAT FO R 

DISCUSSION PURPOSES ONLY 

CONfJDENTIAL 

November 15 , 1977 

DRAFT CABINET MEMORANDUM 

Securi ty in the Federal Government 

I . The purpose of this m mora~dum is to requ st Cabinet 

approval for the attached d'rective which establishes 

comprehensive policy for - the protection of sensitive and 

valuable assets which are owned or i~ the custody of the 

Gov rnment of Canada . The dir ctivc encompasses an ex 

panrjed view of security , including improvemen t s. in the 

determination and specification of protective requir ments . 

The policy established by the directive recognizes the 

entire range of government assets , as well as all t hreat 

categories applicable to these assets . 

DECISION REQUIR•D 

? . Reca use security within the Government of Canada 

involves interdepartmental considerations , cabinet 

approvaJ of t h e attached directive is required to 

ensure the consistency of security policy and procedures 

t h roughout all deoartments and agencies . The direction 

and documentation current ly available to those responsibl~ 

for the implementation of prutective measures are both 

fragmented and incomplete . ecurity obviously cannot be 

satisfactorily maintained unl ss effective safeguards are 

uniformly applied throughout t he Governm nt of Canada . 

3 . Current Canadian security policy evolved from procect~res 

d eveloped during and after World War lL to protect information 

and information- related material for pu rposPs of nation· 1 

s .curity . The xisting classification system, which i 

effective in the national security environment where it 

originated , must b . protected from dilution and compromise . 

ubst<lntial quantities of information , howf'ver , require 

p rotcc t ion for reasons oth er thG n nat; · anal sccu ri ty . Sccu r i ty 

rnay bf• a concr'rn for o rsona I , l cp;a 1 , fitlanc ini , ano corporc:t te 

inforTt; t ':;ton or p r i vj 1 er;ed in f'o rma tion p ro·.rid ed du h ng the 

r;ovc•J":H::I'nt decision - making p o css . 
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4 . ikewise , the scop e or government assets requiring 

p r otection is now recognized to includ not cnly informa

tion , bu t mater i al and services as we ll. Material 

r quir'ng protection can includ buildings , equipmen 

negotiables , fissionable materials , dangerous dr~g· , 

h is tor ical artifacts and art objects . And , r egardless 

of the sensitivi t y or dol l ar value or the information 

and materia l being h and led , each department or a ency 

exists to provide necessary and va l uable services to 

otRer governmental bodi s , the public , o~ both . Therefore , 

protective features must be adequate to r~cover such services 

as communications , transportation and data processing from 

disruption within a to l erable period . 

5 . Furthe rmore , in order to corifront the total governmen t 

security problem , the full range of threats to government 

assets mus t be accounted for . The only major threa t 

category acknowledged in current security documentation 

s that of disclosure . A br ader interpretation of security 

is mandatory and mu st encompass the thr ats of destruction , 

~emoval , modification and interruption , os well as disclosure . 

6 . In the absence of other more appropriate measur s to 

-ns~-r · protection , the national ecurity classifications 

and accompanying procedures have been applied to areas 

for which t h ey were not intended . Widespread misuse of 

the national security system has resulted and , in some 

cases , has led to the over- classification of assets and 

the associated app l ication of expensive safeguards . Scepti

cism about the entire system has emerg d both within and 

outside the Government of Canada . Th attached directive 

maintains the current c assification and protection system 

for na t ional security assets . In addition , t h e directive 

deals separately with civil security asse t s , which are 

informatio~ material and servicAs requiring designation 

and protection for reasons other than national security . 

7 . Revision and consolidation of Canadian security policy 

and procedures are long overdue . An early decision regarding 

the appropriateness of the actached diresti~e is requjred , 

especially in view of h man rights legislation and consider

ation of legislation on public access to government documents . 

? As soon as this directive is · pproved , the Interdepartmental -----Committee on Security and Intel l igence w' ll employ this 

policy as a fram work in which to d velop and issue xecutive 

orders which will provide d tailed procecures in he reas of 
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administrative , personnel , physical an technical security . 

Promulgation of these procedures will ensure that uniform 

levels of protection are applied across the government . 

CONSIDERATIONS 

8 . It should be possible to implement th policy contained 

in this directive and the procedures established in 

subsequent executive orders within xisting man- year and 

budget allocations . Hnw ver , it will be necessary to 

develop a briefing and indoctrination program for us rs 

regarding the new requirement and p ocedures . 

9 . The needs of civil security would require a greater 

degree of security consciousness on the part of managers , 

a higher profile for departmental security officers and a 

greater involvement in the security process on the part of 

deputy he ds . Security literature and training programs 

will have to emphasize civil security and the concepts of 

risk management . 

JO . The ultimate result of the new pclicy will be the 

identification of scbstantial quantities of information 

and material which are overprotected or which do not require 

protection . This examination of assets and safeguards may 

result in a financial saving for the government . 

11 . Certa·n federal departments and agencies have arrangements 

with provincial government departments with regard to the 

provision or sharing of national and civil security assets . 

ln view of changes in the federal security policy, th se 

arrangements would require review and revision . 

12 . Policy and procedures contained in Secu "ty of Information 

in the Public Service of Canada (Privy Council Office, 

November 1956) arc retained in the attached directive but 

a e to be applied exclusively to those assets requiring 

prot~ction b cause of national security cons"derations . 

For this reason, the directive will have no implications 

for the international xchange of assets . 
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OTHER CONSIDERATIONS --------------------
13 . The attached directive takes into consideration those 

exemptions from djsclosure which are contained in the 

Canadian Human Rights Act , as well as those exemptions 

proposed in the Green Paper entitled Lesislation on Public 

Access to Government Documents (Secretary of State , June 

1977) . 

14 . Policy present d in the attached directive is 

complementary to that found in the proposed Cabinet 

Directives on Physical Security and P rsonnel Security 

Clearance . 

INTERDEPARTMENTAL CONSULTATION 

15 . This memorandum and the attached directive were prepared 

inte'rdepa rtmentally by the Securi y Advisory Cornmi ttee and 

have been approved by the Interdepartmental Committee on 

Security and Intelligence. All departments and agencies 

with major security responsibiliti shave been consulted 

through their representation on these co mittees. A~

sistance in the administration and implementation of the 

directive will be provided by the Security Advisory 

Committee and officials designated by it to all deputy 

heads and departmental security officers . 

PUBLIC INFORMAT I ON CONSIDERATIONS 

16 . The current Cabinet Directive on personnel security 

(Cabinet Directive 35) , as we ll as th document entitled 

Security of Information in the Public Serv i ce of Canad a , 

are classified CONfiDENTIAL and have n ver been made avail 

able to the public . 

17 . Consideration should be given to declassifying the at 

tached directive on s e curity to make it ava i lable on demand . 

. xperience indicates that confining publicity to a summary 

of a document which is not available to the public gives 

rise to suspicion . Under the auspices of the Solicitor 

General , a plan should be formulated for the communication 

to the public of' the essentiaJ aspects of the new policy . 

The new directive should be promoted as a valuable step 

toward restoring conf idenc and support for government 

security requirements . 
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POLITICAL CQNS DF.R/\TIONS 

CAUCUS CONSULTATIONS 

18 . If a public stat ment regarding the new security policy 

contained in the attached directive is to be made , the 

caucu s should be briefed . 

PARTY POLICY CONFERENCE 

(To be written) 

CONCLUSION 

19 . In conclusion , there is a requirement within the Govern

ment of Canada to : 

(a) define security policy which recognizes the entire 

range of assets with sensitivities based on national 

or civil security , and which accounts for all threat 

categories . 

(b) define an alternative to the existing national 

security classification system to permit the 

specification of protective requirements for 

sensitive information , material and services not 

presently covered . The alternative should complement 

the existing system and reduc the potential for its 

misuse . 

(c) provide government security personnel with a 

consolidated and comprehensive security document 

which inc l udes both general policy and detailed 

procedures . 

RECOMME!'IJDATIONS 

20 . It is recommended that Cabinet : 

(a) approve the attached policy directive on federal 

security , 

(b) approve the distribution of the attached directive 

as an unclassified document , and 

(c) grant authority to the Interdepartmental Committee 

on Security and Intelligence to develop , issue and 

maintain detailed procedures eoverning administrative , 

personnel physical and t chnical security, consistent 

with the general intent of the attached dir ctive . 
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