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CAB! ET DffiECTIVE 

Security in the Public Service of Canada 

Security in the public service of Canada is essentiall7 

a part of good personnel administration, and therefore it is the 

responsibility of each department and agency. The secur~ty of 

classified information in the possession of a department or 

agency may be placed in jeopardy either by persons vho may be 

disloyal to Canada and her srstem of government or by persons 

who are unreliable because of defects in their charactero 

2. Enployees in the public service of Canada, including 

members of the Armed Services and the Royal Canadian Mounted Police, 

who are required to have access to classified information in the 

performance of their duties, must be persons in whose reliabilitr 

and loyaltr to his country the Government of Canada can repose 

full confidence. It has been clearly demonstrated that such 

confidence cannot be placed in persons whose loyalty to Canada 

and our system of government is diluted by loyalty to any Communist, 

Fascist j or other legal or illegal political organization whose 

purposes are inimical to the processes of parliamentary democracye 

It is therefore an essential of Canadian security policy that 

persons described in paragraph J below must not, when known, 

be permitted to enter the public service, and must not if 

di~covered within the public servics be permitted to have access to 

classified informationo If such a person is in a position where he 

~s access to classified information, he must at least be transferred 

to a less sensitive position in the public serviceo It mar 

also be necessar,r, where it appears to the 1inister concerned to be 
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'• I. 
I ,, 

i.n the l•publi(}. intereSlJ; , td dl6i!lis·s h:fm~ ~om the publd.c S'$"Vv.i:ce, 

..Su'b.joeet ·to' ~the- conditions set out at paragraph 17 below, 

). The persons referred to in paragraph 2 above are; 

(a) a person who is a member of a communist or 

fascist party or an org~~zation affiliated 

with a communist or fascist party and having 

a similar nature and purpose; 

(b) a person vho by his words or his actions 

shows himself to support a communist ot 

fascist party or an organization a£!iliated 

with a communist or fascist party and having 

a similar nature and purpose; 

(c) a person vho, having reasonable grounds to 

understand its true nature and purpose, is a 

member of or supports by his words or his 

actions an organization which has as its 

real objective the furtherance of communist 

or fascist aims and policies (commonly known 

as a front group); 

(d) a person who is a secret agent of or an 

informer for a foreign pmrer, or who 

deliberately assists any such agent or 

informer; 

(e) a person who by his words or hie actions 

aho,rs himself to support any organization 

which publicly or privately advocates or 

practices the use of force to alter the 

form of government. 

It must be borne in mind that there may be reason to 

doubt the loyalty of a person who at so e previous time was a 

person as described in paragraph 3 above, even though this doubt 

may not be confirmed by recent information about him. 
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5. In addition to loyalty, reliability is essential in 

any person who is to be given access to classified information. 

A person may be unreliable for a number of reasons that do not 

relate to lo altyo To provide as much assurance of reliability 

as possible persona described in paragraph 6 below may not be 

permitted to have access to classified information, unless after 

careful consideration of the circumstances, including the value 

of their services 9 it is judged that the risk involved appears 

to be justified. 

6. The persons referred to in paragraph 5 above are: 

(a) a person who is unreliable, not because he 

is disloyal, but because of features of his 

character l-thich may lead to indiscretion or 

dishonesty, or make him vulnerable to blackmail 

or coercion. Such features ay be greed, debt, 

ill~ci t sexual behaviour, drunkenness, drug 

addiction, mental imbalance, or such other aspect 

of character as might seriously affect his reliability· 

(b) a person who, through family or other close con 

tinning relationship with persons who are persons 

as described in paragraphs J(a) to (e) above, is 

likely to be induced , either knowingly or unkno ingly, 

to act a manner prejudicial to the safety and 

interest of Canada., It s not the kind of relation-

ship, l-rhether by blood, marriage or friendship which 

is of primary concern., It is the degree of and cir-

cumstances surrounding such relationship, and most 

particularly the degree of influence that might be 

exerted 11 which should dictate a judgement as to 

reliability a judgement which must be taken with 

the utmost care; and 
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(c) a person who, though in no sense disloyal or 

unreliable, is bound b,y close ties of blood 

or affection to persons living within the 

borders of such foreign nations as may cause 

him to be subjected to intolerable pressures. 

In addition it must be recognized that there may be 

a serious risk to security in employing or permitting to be 

employed persons such as those described in paragraphs 3 or 6 

above: 

(a) in certain positions in industrial fil"lllf3 and related 

es.tabi:l.shme t~ inv.ol ved iri or engaged upon the pro­

due :lon or ·study of' classif·J.ed ..defen 9_ equipment 

. 'hi h requ~res security prdtaetio~; or 

(b) in positions in government organizations 

engaged in work of a nature vital to the 

national security which, although they do 

not normally involve access to classified 

information, may afford their incumbents 

opportunities to gain unauthorized access 

to such informatione 

To carry out their responsibility for the safekeeping 

of the secrets of the Government of Canada and her allies, depart-

ments and agencies must first obtain sufficient information about 

a person to be given access to these secrets in order that a 

reasonable judgement might be made as to his or her loyalty and 

reliability. In making this adlninistra ti ve judgement, it must always 

be borne in mind that,while the interests of the national security 

must take precedence where there is a reasonable doubt, the safe-

guarding of the interests or the indiv'dual esGe ti to 

the preservation of the society we seek to protect. Information 

bearing on the security status of an employee will be treated as 

confidential~~ 

•• 5 

005481 

AGC-0862_0004 



• 

Document disclosed under the Access to Information Act 
Document divulgue en vertu de Ia Loi sur /'acces a /'information 

- 5 -

rftOCEDURES 

9. The following procedures by which this policy is to 

be implemented are designed to provide that the most careful 

screening possible be given, particularly to persons who will 

have access to highly classified information. It is the continuing 

responsibility of each government department and agency to ensure 

that its security remains unimpaired. 

10. Information about persons who are being considered 

for access to classified information must be obtai ed at leaqt 

from the persons themselves, from referees named qy the persons, 

and from investigations conducted by authorized investigative 

agencieso Departments and agencies will inform parsons vho are 

being considered for access to classified information of the 

reasona for seeking background information about them, and 

explain to them the dangers to themselvea as well as to the 

national security in their attempting to conceal a:ny information 

which may have a bearing on the degree of confidence that can be 

reposed in them. 

11. The functions of an investigative agency are to 

conduct promptly and efficiently such investigations as are 

requested by departments or agencies to assist them in determining 

the loyalty and reliability of the subject of investigation; and 

to inform departments and agencies of the results or their 

investigations in the form of factual reports in which the sources 

have been carefully evaluated as to the reliability of the 

information they have provided, 

12. On the basis of these reports and such other pertinent 

information as has been obtained from the person concerned, from the 

character references which he has given, and from such other sources 

of information as ma.y have been utilized, the employing department 

or agency will arrive at a considered judgement of the person's 
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loyalty and reliability, and of the degree or confidence that 

can be reposed in him to carry out safely and efficiently the 

duties to be performedo 

13. If a favourable determination is made, the department 

or agency may grant a security clearance to the level required for 

the efficient performance of the duties of the position concerned. 

If, on the other hand, there is in the judgement of the deputy 

minister of the department or the head of agency concerned a 

reasonable doubt as to the degree of confidence which can be 

reposed in the subject, the granting of a security clearance \rill 

be delayed until the doubt has been resolved to the satisfaction 

of the deputy minister or the bead of agency. 

14. Where an applicant for employment in the public 

service, as opposed to a person already employed, is being con-

sidered for appointment to a position requiring access to classified 

information and doubt has arisen as to his suitability for such 

access, the following courses of action may be taken with a view 

to resolving that doubt: 

(a) further specific investigation may be 

requested of an authorized investigative 

agency; or i.-.....(, 

(b) the department or agency may at any time 

seeK the advice of the interdepartmental 

Security Panel. 

15. Where a person is already employed in the public 3ervice, 

and a doubt has been raised as to his suitability to haYe access to 

classified information, the security officer of the department or 

agency must take such action as is necessary to preserve security 

and may take the courses of action referred to in paragraph 14 1o1i th 

a view to resolving that doubt. Should these actions fail to 
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resolve the doubt, or appear to the deportment or agency to be 

inexpedient under the circumstances, the assistance of the employee 

himself shall be sought in an attempt to resolve the doubt. 

A senior officer appointed by the deputy minister or head of 

agency sha , a! er ppropriate consultation with the inves-

tigative agency or other source of the information which raised 

the doubt, interview the subject and inform him the fUllest 

extent that is possible ui thout jeopardizing important and 

sensitive sources of security information, of the reasons for 

doubt, and shall give the employee an opportunity to resolve 

it to the satisfaction of the responsible department or agency. 

16. Should none of the courses set out in paragraph 15 

above result in a satisfactory resolution of doubt concerning 

a government mployee, the responsible department or agency 

-shall t>ri thliold a: se.curi ty -elear.ance..,.. shall take : such 

action as is necessary to preserve security and shall consult 
,xr. --r~ 

the Seereta~of the Security Panel with a view toAassisting 

the depar~~ent or agency in determining tentatively: 

(a) whether the subject might safely and 

usefully be appointed to a less sensitive 

position in the department or agency or 

elsewhere in the public service, with his 

knowledge and consent to the fullest degree 

possible under the circumstances; 

(b) if appointment elsewhere is not possible, 

vhether he should be asked to resign his 

position in the department or agency; or 

(c) if he refuses to resign, whether it should 

be recommended to the Minister responsible 

that the person be dismissed from the 

public service. 
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17. Should the department decide that a recommendation 

for dismissal should be made , no action shall be taken on such 

recommendation until: 

(a) the deputy minister or head of agency has 

personally made a complete review of the 

case, and has himself interviewed the employee 

in question, in a further attempt to resolve 

any reasonable doubt as to his trustYorthiness~ 

(b) the employee has bee~ advised, to the fullest 

extent possible without jeopardizing important 

and sensitive sources of security informatio~, 

why doubt continues to be felt concerning his 

loyalty or reliability, and has been given a 

further opportunity to submit any information 

or considerations that he ~cs ought to be 

tween into account on his behalf by the 

deputy minister or head of agency; and failing 

a satisfactory resolution, 

(c) the advice of the Security Panel has been 

sought on the basis of all the information 

available. 

18. In arriving at a final decision as to Yhether to 

recommend to the Governor in Council that an employee be di~issed 

on grounds of security, the Minister responsible will take into 

account all or the relevant information and advice that has been 

provided, but the Hinister is not bound to act on such advice. 

9o The numbers of all persons who for $eCL~ity reasons 

are removed from eligible lists by the Civil Service Commission , or 

are in one way o another refused access to classified information 

by departments or agencies for security reasons 9 rill be sent 

quarterly t o the Secretary of the Security Panel in order that the 

Panel may from time to time review the number of persons or the type 
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of cases involved, and assess the extent of the security problem 

in the public service. The figures provided should be broken down 

in the following general categories: persons dismissed, persons 

permitted to resign, persons transferred to non-sensitive posts, 

persons denied access to classified information, persons denied 

employment. In addition the figures should indicate ~hether the 

action was taken on grounds of disloyalty or unreliability. 

Figures should not include persons who are no longer given access 

to classified information because of a change in duties or other 

similar administrative reasons. 

20. It is the responsibility of each deputy head, or head 

of an agency, to nominate a competent senior official, preferably 

the Senior Personnel Officer, to act as security officer, and to 

notify the Secretary of the Security Panel of the appointment and 

of any subsequent changee The official so nominated shall be 

cleared for security in accordance with the procedures set out in 

paragraph 2;\i) bela~~ The person so named will be responsible to 

the deputy head or head or an agency far ensuring that all 

regulations relative to security are carried out within the 

department or agency. It will also be the responsibility of the 

departmental security officer to maintain close liaison with the 

government agencies responsible for security policy and procedures. 

It is important that ~herever possible security officers should 

be persons who may be expected to continue their work over a long 

period of time, since effective security is difficult to maintain 

without considerable experience in a specialized £ield. 

2lo Security screening of applicants to the public service 

will be initiated by the Civil Service Camni.ssion, or by departments 

and agencies in the case of persons not employed under the Civil 

Service Act. Where persons already employed in a department or 
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agency are to be given access to classified information, security" 

screening will be initiated by the department or agency concerned. 

22. When it appears necessary on security grounds for the 

Civil Service Commission to reject an applicant, or a candidate 

for a position involving access to classified information who is 

already in the public 'employ, the Commission will when appropriate 

consult with the interested department in order to reach a joint 

agreement as to what action may finally be taken, bearing in mind 

the fact that the ultimate responsibility for security rests 

with the department. 

23o When it appoints to a department a new employee who 

has been the subject of a security screening, the Civil Service 

Commission will send fo~lard to the department all the pertinent 

information and documentation relating to the security screening. 

24. A person to be appointed to a permanent position in the 

public service will not normally be made the subject of security 

acreeningo But whenever a person to be ap to such a 

position is, in the opinion of the deputy minister or head of 

agency concerned, likely to be required eventually to have access 

to classified information, that person shall before being given 

a permanent appointment, be made the subject of a fingerprint 

and file check if this has not already been doneo 

25o Within the policies and procedures set out ~bove, a 

security assessment and clearance will be made by the follO\dng 

means~ These represent security criteria and methods which are 

consistent with present investigative services available inter-

departmentally; they are minimum standards and do not limit in 

in any Yay the right of the armed forces to conduct field checks, 

through their own resources, of personnel employed with or on 

behalf of the Department of ational Defenceo 
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{i) Persons to have access to Top Secret information 

Before a person is employed in a position re-

quiring access to Top Secret informatio~ he 

must be the subject of an investigation in the 

field by an appropriate investigative agency, 

his name must be checked against the subversive 

records of the R.CJ1~ Police, and he must be 

the subject of a fingerprint check by the 

R.C •• Policeo These procedures are mandatorye 

(ii) Persons to have access to Secret information 

(a) Before a person is employed in a position 

requiring access to Secret information his name 

must be checked against the subversive reco~ds 

of the R.CJ1. Police, and he must be the subject 

of a fingerprint check by the R.C~. Policev 

Both these procedures are mandatory. 

(b) When the Chairman of the Civil Service 

Commission or the deputy head of a department 

or agency , or a security officer appointed by 

them, considers that information provided by 

the means set out in parag:raph 25(ii)(a) may be 

clarified by an investigation in the field, 

or that such an investigation is necessary to 

satisfY him as to an applicant's or employee ' s 

loyalty and reliability, he may request that 

an inquiry be_made of a person 1s background 

by a field investigation to be carried out by 

an appropr ate investigative agency. here it 

appears that requests from a department or agency 

dealing with the RoC •• Police as the investigative 

agency exceed what seems to be a normal requirement, 

the R.G • Police may ask the Security Panel to 

allot priorities. 
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(iii) Persons to have access to Con£idential information 

Before a person is employed in a position 

requiring access to Confidential information, 

his name must be checked against the subversive 

records of the R~C.M. Police, and he must be 

the subject of a fingerprint check by the 

R.C~. Policeo Both of these procedures are 

mandatory a 

(iv) Responsibility for granting clearances 

The deputy head of a department or agency Yill 

be responsible for granting or withholding a 

s ecurity clearance and will assume a continuing 

responsibility for a personis access to 

Top Secret , Secret and Confidential informationo 

26o In addition » departments and agencies are reminded that 

consultation with the references listed by the employee in his 

Personal History Form may provide useful supplementary information 

about his character~ References should therefore be consulted 

when it appears that a useful purpose would be served by so doingo 

27o Comparable procedures set forth in paragraph 25, except 

those relating to f i ngerprinting , apply equally to persons employed 

in defence industr,r (and certain services related to defence) who 

may be required to have access to classified information which is 

the property of the Government of Canada or for the security of Yhich 

the government is responsible. In defence industry (and certain 

services related to defence) the procedures will be administered 

by the Department of Defence Production in accordance with a 

separate directive relating to security in defence industryo 
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